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Text Prompt Random Input

Image Generative Models: Produce Images
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研究背景

Existing Privacy Problems：

• Membership Inference

• Property Inference

Generative 
Models

Attacker

Unpublic Datasets

Query

Query Results

Privacy Inference

Train

Image Generative Models: Privacy Problems



Existing Privacy Problems
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Membership Inference
To infer whether specific sample is in the 
training dataset of the target model

𝒅𝒂𝒕𝒂 ∈ 𝒕𝒓𝒂𝒊𝒏𝒊𝒏𝒈 𝒅𝒂𝒕𝒂𝒔𝒆𝒕?
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Member Nonmember
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Property Inference
To infer the accounting ratio of specific 
property

Target Property

Target Model

male
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…

…

Property
Distribution male

female

Training  Dataset



𝒑𝒓𝒐𝒑𝒆𝒓𝒕𝒚
∈ 𝒕𝒓𝒂𝒊𝒏𝒊𝒏𝒈 𝒅𝒂𝒕𝒂𝒔𝒆𝒕?

in: out:

Proposed: Property Existence Inference

Membership Inference
To infer whether specific sample is in the 
training dataset of the target model

Property Inference
To infer the accounting ratio of specific 
property

Property Existence Inference
To infer whether specific property is in 
the training dataset of the target model

Target Property

Target Model

Training  Dataset

Data Pool
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Proposed: Property Existence Inference

Compared with Membership Inference

a more practical setting - target sample ≠ sample in the training dataset

Compared with Property Inference

Interested in property accounting for small proportion  <0.1%

Q1 Does StableDiffusion use van gogh’s artwork as training data?

Adversarial Knowledge:
Black-box Scenario - Attacker can only get the generated results 
of the target model

Q2 Does StableDiffusion use 《The Mona Lisa’s Smile》as training data?

Q3 How much females’ photos does StableDiffusion use as training data?

Property Existence Inference

Membership Inference

Property Inference
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Property Existence Inference: Basic Ideas

Motivation
Generated Images may carry property that generative models have seen in 
the training dataset.

Training  Dataset

Data Pool

Sample Train

Generative 
Models

Generated 
Samples

Similar?
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Property Existence Inference: Overview

Stage Ⅰ- Property Extractor Training
Catch the feature of the target property

Stage Ⅱ- Similarity Computation
Measure the similarity between target property and the generated images

Stage Ⅲ – Distinguish Test
Choose a threshold to distinguish in-properties from out-properties
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Positive Sample After 
Training

Property Existence Inference: Method

Stage Ⅰ: Property Extractor Training

Negative Sample

Base Image Base Image

Negative Sample

Positive Samplecloser

further
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Attacker

Anchor Images
with Target Property

Target Property

…

Generated Images

Compute
 
Similarity

0.1

0.2

0.3

0.6

Naïve Similarity Score

Top K Sum Up

Similarity Score 
of Anchor Images

Property Extractor(Stage Ⅰ)

Stage Ⅱ: Similarity Computation (Naïve)

Property Existence Inference: Method
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Attacker

Anchor Images
with Target Property

Target Property

…

Generated Images

Compute
 
Similarity

0.9

0.2

0.1

Original 
Score

Property Extractor(Stage Ⅰ)

Stage Ⅱ: Similarity Score Smoothing–remove uncertainty of anchor images

Property Existence Inference: Method

SoftMax 0.98

0.01

0.01

Top K
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Smoothed 
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Score



Stage Ⅱ: Likelihood Calibration–remove uncertainty of generated images

Property Existence Inference: Method

…

reference out-distribution

Generated
 Images

Compute
 
Similarity

Reference
Dataset

2.1

Smoothed 
Similarity 

Score

Property Extractor(Stage Ⅰ)
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Stage Ⅱ: Similarity Computation

Property Existence Inference: Method

0.6

Naïve Similarity Score

Similarity Score 
Smoothing
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Calibrated Similarity Score 0.8



Final Threshold：
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Attacker

Train

Shadow Models

Similarity Score
 Distribution 

of All Properties

With the Same Variation :

Property Existence Inference: Method

Stage Ⅲ : Distinguishing Test
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Evaluation Setup

Target Image Generative Model (all with 256x256 pixels)
• Diffusion Models: DiT, Guided Diffusion
• GANs: styleGAN-xl, VQGAN
• VAEs: Latent VAE, RQVAE

Datasets & Target Properties & in:out
• ImageNet : classes, 300-in-300-out
• CompCars : car models, 200-in-200-out
• CelebA-HQ : Identity, 1500-in-1500-out

Size
• Training & Generated Images: 256x256 pixels
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Overall Inference Performance

• Most of the generative 
models are vulnerable to the 
property existence inference.

    （AUC>0.9)

• Property existence inference 
performs similarly against 
generative models trained on 
the same dataset.
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Case Study: Real-world Generative Models

Target Model: Stable-Diffusion
Target Property: Artist’s Style

Attack AUC = 0.75
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Inference Influence

• Size of the Training Dataset

Overfitting is not the main reason of the property 
existence inference.

Not Sensitive
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Inference Influence

• Adversarial Knowledge Positive Correlation
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Inference Influence

• Property Granularity Positive Correlation

• Properties at a finer 
granularity level results in 
higher inference difficulty
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Conclusion

• we present property existence inference against generative models to 
determine whether any samples with target property are contained in the 
training set of the target model.

• We have demonstrated through a comprehensive set of evaluations that 
property existence inference can effectively extract property existence 
information in generative models including large scale models like Stable 
Diffusion.
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