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Mempool - critical subsystem in blockchain

❖ A buffer of unconfirmed txs to feed validators.
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Mempool - critical subsystem in blockchain

❖ A buffer of unconfirmed txs to feed validators.
❖ Victims of a denied mempool? 

➢ ⇒ Validator collecting zero block revenue.
➢ ⇒ Web3 users unable to trade. 
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Asymmetric mempool-DoS attacks (ADAMS)

❖ Existing attacks (limited): DETER [CCS’21] and MemPurge [SEC’24]
❖ Very practical and tested successful on Ethereum testnets.
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Asymmetric mempool-DoS attacks (ADAMS)

❖ Existing attacks (limited): DETER [CCS’21] and MemPurge [SEC’24]
❖ Very practical and tested successful on Ethereum testnets.

Limitations of mempool-DoS research

❖ Attacks are manually discovered.
❖ Cumbersome process for always-evolving SW.
❖ Goal: Automatically discover mempool DoS vulnerabilities? 6
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Why not use existing blockchain fuzzers?

❖ Not to find implementation bugs or crashes: 
➢ AFL, Loki [NDSS’23] insufficient.

❖ Mempool‘s input space larger than consensus protocols
➢ Mempool takes in invalid txs and txs of varying prices.
➢ Consensus fuzzer, Tyr [SP’23], insufficient.

❖ Not a differential-fuzzing problem, as two nodes’ mempools differ
➢ Differential fuzzer, Fluffy [OSDI’20], inapplicable. 
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Introduction: Our Proposed Solution

mpfuzz : A symbolized stateful mempool 
fuzzer for finding DoS vulnerabilities.



Fuzzing Approach: Design Rationale

❖ Challenges: Huge search space
➢ Stateful fuzzing⇒ but still, the state-explosion problem.

❖ Key idea: Search symbolized txs/states, not concrete ones
➢ Observation: Same mempool behavior for a future tx    , no 

matter whoever the sender is or whatever nonce value. 
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Symbolization: Summarize tx space into seven 
symbols and cover one tx per symbol during 
fuzzing.



Fuzzing Approach: Workflow Overview

Symbolized stateful fuzzer: seed database sdb

A. Select seed-state st from sdb by energy.
B. Mutate tx by instantiating symbols under st.
C. Send tx to MUT of state st and observe the end state st’.
D. Emit tx sequence if st’ meets bug oracle.
E. Otherwise check state feedback, add st’ to sdb; go to A.
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Fuzzing Approach: Bug Oracle and Tx Mutation

❖ Bug oracle 1: Eviction mempool DoS 
➢ Full damage: No normal tx at the end state.

➢ Low attack cost: Low adv tx fee at the end state.

❖ Bug oracle 2: Locking mempool DoS

❖ Symbol-based tx mutation:
➢ Txs are instantiated by symbols based on the given state.
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Fuzzing Approach: Seed Selection and State Feedback

❖ Select seed states from sdb by energy:
➢ Seed energy is determined by its symbolized cost.
➢ Energy reflects its potential to trigger bug oracles.

❖ State feedback:
➢ Symbolized state coverage feedback.
➢ State promising-ness in reaching bug oracle.

■ Fewer normal txs or adversarial txs.
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New attacks on latest Ethereum clients.
❖ Stealthier  “turning”-based eviction attacks

➢ Valid-turned-invalid
■ Turn valid tx into overdraft.
■ Turn valid tx into future.

➢ Larger impact: Propagated to all nodes.

❖ New locking attacks
➢ Occupy mempool by adversarial txs.
➢ Decline arriving normal txs.
➢ Lower average attack fee than victim's.

Evaluation: Discovered New Attacks
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Evaluation: Performance
❖ > 100× speedup against 4 baselines.

➢ Detect DETER attacks.
➢ B1: Stateless fuzzer.
➢ B2: Concrete-state-coverage fuzzer.
➢ B3: B2 enhanced using number of invalid txs as energy.
➢ B4: mpfuzz without state promising-ness feedback.
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Settings B1 B2 B3 B4 mpfuzz

6slot-2h Timeout 54 (min) 8 (min) 1.22 (min) 0.03 (min)

16slot-16h Timeout Timeout 447 (min) Timeout 0.06 (min)
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