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security, privacy, and people 101: methods

quantitative qualitative
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examples of socmdemographlc factors
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research goals

considering how sociodemographic factors relate to
security & privacy (S&P) behaviors...

what is how and what
what gaps

currently emain? should future

known? ' research study?
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literature review



literature review

scope to quantitative studies of actual security and privacy behaviors
o excluded studies of intended behavior, concerns, knowledge, or attitudes

e must compare behavior between groups

seven top security & HCI conferences

4/ papers
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Security S&P CCS NDSS SOUPS CHI CSCW 1 999_2023)




trends: security behaviors ~ sociodemographics

RQ1: what is currently known?

# papers
factor (E—IZW) overall trend
ender 18 women seem to focus more on information protection
° behaviors, men seem to focus more on technical security
age 30 older users seem to exhibit more security-related behaviors

while younger users focus more on privacy

education 14 does not seem to be correlated with security behaviors




trends: security behaviors ~ sociodemographics

RQ1: what is currently known? but... why?

#
factor (RTZ%S overall trend ‘

women seem to focus more on information protection
gender 38 . . .
behaviors, men seem to focus more on technical security

older users seem to exhibit more security-related behaviors

age 30 . .
while younger users focus more on privacy

education 14 does not seem to be correlated with security behaviors




opportunities: security behaviors ~ sociodemographics

RQ2: what gaps remain?
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research goals

considering how sociodemographic factors relate to
security & privacy (S&P) behaviors...

what is what Gabs how and what
currently remai?w’?p should future
known? ' research study?

case study & guidelines




case study: Facebook users’ behaviors

method: logged behaviors from 16,829 users in 16 countries

dependent
variables
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4 security behaviors _

related to settings and authentication identify sociodemographic
factors of interest at the

beginning, report null results
6 sociodemographic factors

incl. gender, education, etc.

4 platform characteristics
related to account usage
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msers’ behaviors
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identify sociodemographic
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case Stu
method: Ic

background: no sociodemographics :
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case study: Facebook users’ behaviors

method: logged behaviors from 16,829 users in 16 countries

4 security behaviors _

related to settings and authentication identify sociodemographic
factors of interest at the

beginning, report null results

dependent
variables

6 sociodemographic factors
incl. gender, education, etc.

4 platform characteristics

related to account usage consider and justify which
groups are included or

excluded
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case study: Facebook users’ behaviors

gender difference results:

women more likely than men to

make changes to security settings

but... why?

why do gender differences exist,
e.g., women focus more on
information protection and

security?

no differences found In
password strength or 2FA use

correlation # causation:;
pose multiple interpretations for
observed differences
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the missing “why”

social constructionism without |
understanding WHY...

men encouraged to women given individual

learn about responsibility to protect e don’t know if

computing? themselves? interventions are

beneficial

biological essentialism | |
e risk perpetuating

men are more logical, thus ~ womens’ emotions make stereotypes

better at using technology? them more gullible?

e hard to engage
other theories intersectionality

777
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sociodemographic factors

(dis)ability

gender
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sociodemographic factors

|

1

Akl
Bl

|
|

EE

117

|

i

4
RN

dds
8

e——— .\\»
w———)} @ B e Ly A e HE
- | = U - - NOOEONE YT

T D o oty e

LT W
3 L R AT T TRY

et

El By ,

e "’2 ‘:):"17«’1
et i T
G - T




towards answering “why”

D ol —

explore epistemic engage social theories
diversity of methods
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