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DNS Pinning!
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• Defending is hard

• Are developers doing it correctly?
• I) Are they using off-the-shelf defenses?

• II) Are they building their own? ?



Subject

76 % of websites use PHP

30k repositories with PHP



Frameworks
Framework SSRF-Defense available?

WordPress broken

Laravel No

Symfony Yes

CakePHP No

FuelPHP No

Windwalker No

Zend No

Laminas No

CodeIgnite No

PHPixie No



HTTP-Clients
HTTP-Client Defense available?

PHP std lib No

PHP curl extension No

Guzzle No

PECL HTTP No

ReactPHP Sockets No

WordPress Requests No

Buzz No

Httpful No

SafeCurl, SafeURL Yes

HTTPLug As Plugin
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Home-Grown Defenses? 

Idea

• Static Dataflow Analysis → SSRF candidates

• Check candidates manually

• Which defenses are they using?
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Insights

• 104 flows in apps with attacker-controlled domain

• Two apps with proper defense

• No DNS resolution

Only applications

User-input at start 



Take-Aways

We, as a research community, are aware of the risks and solutions.



Take-Aways

But most people do SSRs wrong.



Thank You!

@maltee:chaos.social

malte.wessels@tu-braunschweig.de

https://github.com/SSRF-vs-Developers

Our tooling, incl. PHP CPG
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