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sh-5.2% ping fbi.com
PING fbi.com (127.0.0.1) 56(84) bytes of data.

64 bytes from localhost (127.0.0.1): icmp_seq=1 ttl=64 time=0.039 ms
64 bytes from localhost (127.0.0.1): icmp_seq=2 ttl=64 time=0.034 ms




sh-5.2% pina fbi.com
PING fbi.com (127.0.0.1) 56(84) bytes of data.

64 bytes from localhost (127.0.0.1): icmp_seq=1 ttl=64 time=0.039 ms
64 bytes from localhost (127.0.0.1): icmp_seq=2 ttl=64 time=0.034 ms
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DNS Pinning!

/1

SSR with pinned IP



* Defending is hard

* Are developers doing it correctly?
* |) Are they using off-the-shelf defenses?
* |I) Are they building their own?



Subject

ph 76 % of websites use PHP

30k repositories with PHP




Frameworks
Framework | ssk-pefenseavalable?

WordPress broken
Laravel No
CakePHP No
FuelPHP No
Windwalker No
Zend No
Laminas No
Codelgnite No

PHPixie No



HTTP-Clients

PHP std lib No
PHP curl extension No
Guzzle No
PECL HTTP No
ReactPHP Sockets No
WordPress Requests No
Buzz No
Httpful No

HTTPLug
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Home-Grown Defenses?

Idea
* Static Dataflow Analysis = SSRF candidates

* Check candidates manually
* Which defenses are they using?
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Static Dataflow Analysis

<?php
if(isset($x)) {

file get contents($x);
}

echo "ack";



Static Dataflow Analysis

<?php

if(isset($x)) {

file get contents($x);

}

echo "ack";

$ main:

0000 T1 = ISSET_ISEMPTY CV (isset)
CVo($x)

0001 IJMPZ T1 0005

0002 INIT_FCALL 1 96
string("file_get contents")

0003 SEND VAR CVO($x) 1

0004 DO_ICALL

0005 ECHO string("ack")

0006 RETURN int(1)



Static Dataflow Analysis

<?php
if(isset($x)) {
file get contents($x);

}

echo "ack";
$ main:
0000 T1 = ISSET ISEMPTY_CV (isset)
CVO($x)

0001 IJMPZ T1 0005

0002 INIT_FCALL 1 96
string("file_get contents")
0003 SEND VAR CVO($x) 1
0004 DO_ICALL

0005 ECHO string("ack")
0006 RETURN int(1)
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Insights

? Only applications
? User-input at start

* 104 flows in apps with attacker-controlled domain
* Two apps with proper defense
* No DNS resolution



Take-Aways

We, as a research community, are aware of the risks and solutions.



Take-Aways

But most people do SSRs wrong.



Thank You!
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