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Motivation: Browser Extension Scraping
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Are there a lot 

more cases?



Privacy Issue: Browser Extension Access
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Prior Work and Motivation
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Several prior works have looked at this privacy issue, but only in terms of 

browser APIs and a limited set of DOM properties.



Prior Work and Motivation
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Several prior works have looked at this privacy issue, but only in terms of 

browser APIs and a limited set of DOM properties.

What about all the other sensitive data within webpages?

To understand how extensions 

automatically collect web page content.
  

Our Goal: 



Dynamic Taint Tracking Approach

Taint Sources Taint Sinks

Propagate

No Existing 

Solution

User sensitive data 

within web pages

No longer functional Cannot port to new Chromium 

Prior taint tracking systems (on old browsers)

1. Modern Browser Architecture: 

• New JS execution pipeline in V8 engine 

• Migrated JS implementation to native C++

2. Modern Extensions: Do not support Manifest Version 3 (MV3) extensions  

3. Modern Websites: New JS expressions/operators (e.g., LinkedIn page)
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Our System

Arcanum: A dynamic taint tracking system for Chromium designed to track 

sensitive user content on modern web pages and extensions.

Key distinction from prior systems: Arcanum can  
  

• Main: Track user sensitive data from within web pages, 
•   

• Secondary: Operate on modern browser architecture, support taint 

propagation across a broader set of browser, web, and JavaScript APIs
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Overview of Arcanum
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Researchers identify 

sensitive information

Privacy-sensitive 

Information



Overview of Arcanum

Record
Inline Script for Annotations 

…

let sensitive_elm1 = 
document.getElementsByClassName(”{$name}")[0];

sensitive_elm1.setAttribute(“data-taint”,”1”);
…

Replay

<div class="ppvx_text--body” 
data-taint=“1”>

<div class="fiDetails-content">
North Avenue</div>

<div class="fiDetails-content">
Atlanta, GA 30332</div></div>

Sensitive Data Test Site
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Recursive internally



Overview of Arcanum

Record

Replay

Sensitive Data Test Site

Blink
Engine

Extension 
Bindings

V8 JS Engine

Modified

Chromium
Extensions

Analysis 

Results
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Method: Taint Sources/Sinks
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Taint Sources

Taint Sinks

Taint Propagation



• All extensions (both MV2 and MV3) on Chrome Web Store

• 7 Target Sites: Amazon (address), Facebook (profile), Gmail (inbox),    
Instagram (profile), LinkedIn (profile), Outlook (inbox), Paypal (credit card)

Large-Scale Experiments
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Facebook Profile/Post Page Annotations

Profile

Post Content

Location

Life Event

Friends

Name

#Friends

Comments

Post
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Results: 1. Overview

Total Amazon Facebook Gmail Instagram LinkedIn Outlook Paypal

#Flagged

Extensions
3,028

(2.68%)

2,048
(1.81%)

1,730
(1.53%)

2,198
(1.94%)

2,067
(1.83%)

2,088
(1.85%)

1,964
(1.74%)

1,943
(1.70%)

#Total Users 144.0M 89.6M 66.3M 86.1M 91.6M 95.7M 85.7M 83.4M

• Sum of each extension’s users

• An upper bound on distinct users
Flagged extensions are more popular!
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• Extension pose a significant privacy risk for users.



Results: 2. Automated Web Page Content Collection

• 202 extensions exfiltrated sensitive 

page content types, impacting 300k+ 

users.

• User’s names (130) and profile 

information (124) are the most 

common content collected.

• Many extensions collecting other 

types of user data from page content.
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Results: 3. Text Encrypting/Encoding
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• Tracking of encryption/encoding is needed.
   

159 extensions transmitting tainted data after using some form of 

encoding, encryption, or obfuscation. 

o TextEncoder.encode[Into]() (85 extensions)

o base64 encoding (78 extensions)

o SubtleCrypto.encrypt() (31 extensions)



Results: 4. Privacy Impact Case Studies

Whether the automated data collection we observed is specified in two places.  
  

1) Extension’s privacy policy 

2) Extension’s Chrome Web Store description 

• In Policy

• Clear            • Vague          • Violative

An extension for 

creating cover letters

Violative Example 

The extensions automatically collect all texts on the 7 target pages

• No Policy • Not in Policy
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Results: 4. Privacy Impact Case Studies

Random Sample Group

Privacy Policy Web Store Description

#In Policy #Not in Policy #No Policy #Clear #Vague #Violative

Web Content (20) 8 7 5 3 10 7

All Flagged extensions (20) 6 11 3 5 5 10

Total (40) 14 (35%) 18 (45%) 8 (20%) 8 (20%) 15 (37.5%) 17 (42.5)
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Users reasonably would not expect the automated data exfiltration 

Clear Description 

(20%)

In Policy

(35%)

No sampled extension provides both



More Results
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More results in the paper



Use Arcanum in Practice
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• Chromium patches (20k+ LOC) of the Arcanum implementation

• Test cases for using Arcanum

    - Custom extensions

    - Real-world extensions

• Our experimental taint logs

We released: 

https://github.com/BEESLab/Arcanum/



Conclusion
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• Web Content Matters

• Researcher-Driven Annotations Helps

• Extension Permissions are Coarse and Opaque 

• Taint Tracking for Extension Vetting

• Future Work: Build on Arcanum

Privacy risks discovered by Arcanum point to the need for significant 

changes in extensions, policies, and systems.

Qinge Xie
qxie47@gatech.edu

Thank you!

Q&A
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