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Root Cause

Program crashes

What is the Root Cause?
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Program crashes

An example: CVE-2019-9077

What is the Root Cause?
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An example: CVE-2019-9077

sect->sh_size=1 < 8

sect->sh_size=1 < 8
Root Cause

Program crashes

What is the Root Cause?
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A potential root cause!

Program

Crash

Root 

Cause

Strong correlation

1 2 3 4 5 6 7 8 9 10 11 12 17 331 4 7

✓ ✓ ✓ ✓ ✓

8 9 12 17 33

Value of sect->sh_size

sect->sh_size<8

Statistical RCA 



• General workflow
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Test Case

Collection

Predicate Construction and 

Correlation Analysis

Ranking

p2: y>0

p1: x<10

Statistical RCA 



Useless

Test Case

Collection

• Previous work 
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AFL Fuzzer

PoC

2 hours, 12 hours 

or

1 week

Statistical RCA 



• Example

0 27

✓

16

✓
✓

1

✓
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But it’s not the real root cause.

offset<1

Which Test Cases are Most Useful?



• Example

0 27

✓

16

✓
✓

1

✓
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But it’s not the real root cause.

✓

Not 

necessary!

offset<1

Which Test Cases are Most Useful?



• Example

0 27

✓

16

✓
✓

1

✓
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Correlation 

✓

offset<1

Counterexample

Which Test Cases are Most Useful?
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AFL Fuzzer Reinforcement 

learning

action

reward

Seed

Selection

Mutation

Selection

Counterexample for Predicate 

(CoP)

Counterexample for Ranking

(CoR)

How to Generate Counterexamples?



• Observation1
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Crash (from)Non-Crash (from)

99.99%

0.01%

Crash (to)

Non-Crash (to)

54.73%

45.27%

• Observation2

Seed

Mutated Input

V = 𝑎1

V = 𝑎2
|𝑎1 − 𝑎2| 0

How to Generate Counterexamples?
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54.73%

45.27%99.99%

0.01%

Crash (from)Non-Crash (from)

Crash (to)

Non-Crash (to)

x < 𝜃

✓

✓

✓ ✓ ✓

✓ ✓

How to Generate Counterexamples?

Seed

Mutated Input

V = 𝑎1

V = 𝑎2
|𝑎1 − 𝑎2| 0
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p3: eopt > 0x4000000

p1: offset < 1 

p2: sect->sh_size <  8

…

pn: option > 0x4000000
Reinforcement 

learning

Select predicatei

reward

𝑔𝑡 = 𝑔𝑡
𝑐𝑜𝑢𝑛𝑡

The count of the predicates being violated

bytei, opi 

How to Generate Counterexamples?



• Counterexample for Ranking, CoR
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predicate correlation

p1: x>10 1.00

p2: y<8 0.97

p3: size<32 0.93

p4: i>0 0.90

predicate correlation

p1: x>10 1.00

p2: y<8 0.95

p3: size<32 0.93

p4: i>0 0.90

predicate correlation

p1: x>10 1.00

p3: size<32 0.93

p2: y<8 0.91

p4: i>0 0.90

CoP1 CoP2

𝑔𝑡 = 𝑔𝑡
𝑐𝑜𝑢𝑛𝑡 + 𝑔𝑡

𝑜𝑟𝑑𝑒𝑟

How to Generate Counterexamples?
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libpng

libzip

patch

libtiff

sleuthkit

libsixel

40%

3%10%3%
14%

14%

3%
3%

10%

# VULNERABILITIES

heap buffer overflow stack buffer overflow

use after free double free

integer overflow nullptr dereference

uninitialized variable type confusion

divide-by-zero

Evaluation Dataset:  30 vulnerabilities



RaCing Aurora

Average 9.9 13.7
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0.00%

20.00%

40.00%

60.00%

80.00%

100.00%

top-1 top-3 top-5 top-10 top-20 top-30 top-40 top-50

Effectiveness

100% in 

top-50

73% in 

top-10

33% in 

top-3

RaCing Aurora

V2 20 58

3.8 positions higher

47.00%

33.00%

20.00% Higher by RACING

Higher by Aurora

Same rankings

Evaluation Results I: Effectiveness



RaCing Aurora

Average 27 minutes 6 hours
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0.00%

20.00%

40.00%

60.00%

80.00%

100.00%

1min 10min 30min 1h 2h 3h 4h 5h

Running Time

87% in 

1 hour

57% in 

10 minutes
13% in 

1 minutes 13x faster!

Speedup：1.2× ～ 602.4× 

Evaluation Results II: Efficiency
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Time Ranking

127min 10

14min 3

2min 3

GNU BinutilsLibTIFF

Time Ranking

132min 6

34min 4

23min 4

Time Ranking

840min 47

111min 39

47min 39

Aurora

RACING (reward: CoR)

RACING (reward: CoR + CoP)

Evaluation Results III: Performance of CoRs & CoPs

1/60!
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New understanding

• Counterexamples

New technique

• RL-enhanced

Good results

• 13x faster↑

Conclusion
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Thanks for your attention!

Paper Code

Q&A

https://github.com/0xdd96/Racing-code
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