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Bluetooth Location Tracking
Find My Device Feature:

• Apple’s FindMy

• Google’s Find My Device

• Samsung’s Find My Mobile (FMM)

Offline Finding (OF):

Allows a device without internet 

connection to be found using:

• Bluetooth Low Energy (BLE) 

• Crowd-sourced tracking network



The Galaxy SmartTag
The Galaxy SmartTag

• A BLE tracker released in 2021, a new joiner of Samsung’s FMM network

• Extends FMM by allowing owners to track not only their devices, but also personal 

belongings (attached to the tag).

Figure. SmartTag1 Figure. SmartThings2 (the client app for FMM devices)
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Motivation
Samsung’s FMM is one of the largest OF networks in the world. Security or privacy flaws 

within the network may cause extensive impact... 

Research Questions

• (RQ1) Identification of an OF (Offline Finding) device
o Can an FMM device be identified over BLE? 

• (RQ2) Unwanted tracking
o Can the FMM network be abused for unwanted tracking?

• (RQ3) End-to-end location privacy
o Can the FMM protocol protect the location privacy from the vendor?

• (RQ4) Location report integrity
o Can an actor (a helper device or someone outside the FMM network) forge a location report 

for a lost device?
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BLE Protocol Overview
Bluetooth Low Energy (BLE): a wireless communication technology

BLE communication:

• BLE advertisement

• Data exchange over a connection via GATT (Generic Attribute Profile)



Generic Attribute Profile (GATT)
Defines how data is organized and exchanged over a BLE connection.



Generic Attribute Profile (GATT)
A GATT characteristic:

• UUID 

• Properties 

Exchanging data over a characteristic:

• Read: client reads the value of a 
characteristic from the GATT server 

• Write: client writes data to a characteristic on 
the server 

• Indication, Notification: server pushes data 

to the client 
Figure. GATT read example



BLE MAC Address
MAC address: a 6-byte value that uniquely identifies a device. 

Types of MAC address:

• Dynamic:

o Resolvable RPA (Random Private Address)

o Non-Resolvable RPA

• Static:

o Public Address

o Random Static Address



BLE MAC Address
Privacy concerns:

• Identity correlation attack via BLE 
advertisement data 

• Need a way to hide the identity of 
an advertising device! 



LE Privacy Feature
Uses an RPA that re-randomizes at specific timing interval instead of a static address:

A registered SmartTag advertises on an RPA that randomizes every 15 minutes:



Methodology
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Device Registration
Establishes a shared secret via ECDH



Registered Device
The shared secret established during the registration process is used to derive 4 AES 

subkeys via SHA-256:

• 𝑎𝑢𝑡ℎ𝐾𝑒𝑦

• 𝑔𝑎𝑡𝑡𝐾𝑒𝑦

• 𝑝𝑖𝑑𝐾𝑒𝑦

• 𝑠𝑖𝑔𝑛𝐾𝑒𝑦

secure communication between owner and tag 

used to generate the BLE data for Offline Finding (OF)



Registered Device
The registered tag broadcasts BLE data in a fixed structure for OF (Offline Finding):



Registered Device - BLE data

Operating state (1-6)

• state 1: premature offline mode

• state 2: offline mode

• state 3: overmature offline mode

• state 4-6: connected to owner device(s)

Helper devices only reports devices advertising 

under offline modes (state 2 or 3)



Registered Device - BLE data

Privacy ID

• Uniquely identifies a registered FMM device

• Each FMM device has a Privacy ID pool (a set of unique privacy IDs)



Lost-and-Found in FMM

                  

                      

        

                         
                              
                       

            

                      

              

                     
                 

                
            
           
             

Location Report

"geolocation":{ 

"latitude": -30,

"longitude": 150 

}, 

"tagAdvertisement":{ 

"serviceData":... 

} 
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Security and Privacy Analysis
Attack surface defined for each RQ



(RQ1) Identification of an FMM device
Flaws allowing an FMM device to be identified over BLE

1. various readable GATT characteristics leaking identifiable data

2. the DFU (Device Firmware Update) characteristic for SmartTags allows any 
connected device to reboot the tag, revealing its static address

3. small privacy pool (size 50) for FMM mobile devices. Allows a proximity-based 
attacker to collect all the privacy IDs within a short period of time, then perform 
correlation attacks

Impact:                                                  w                          ’            
identity using RPAs (Random Private Addresses)



(RQ2) Unwanted tracking
Existing anti-tracking algorithms for SmartTags:

• Samsung’s in-built feature: 

o requires the user to perform manual BLE scanning

o displays any Overmature mode (state 3) tags detected from the scan

• AirGuard1 by SEEMOO Lab: 

o runs BLE scanning in the background

o detects Overmature mode tags

A SmartTag operates under Offline mode (state 2) for the first 24h after it is lost, then transition to 
Overmature Offline mode.

Existing algorithms can only detect trackers after being tracked for 24h.

1. https://g ithub.com/seemoo-lab/AirGuard

https://github.com/seemoo-lab/AirGuard


(RQ2) Unwanted tracking
An impersonated tag operates the same as a legitimate tag (video link). The user can 

customise its BLE behaviour by specifying its tag state and MAC-payload rotation interval. 

Impact: an attacker can bypass both anti-tracking algorithms by simply configuring the 

impersonated tag to always advertise on Offline mode

https://youtu.be/2XuS-tGnpiI


(RQ2) Unwanted tracking
Tracking experiment

Estimated path plotted from 

the location history 

returned by the Samsung’s 

server



(RQ3) End-to-end location privacy
Vendor knows necessary key materials for computing the privacy IDs of any 
registered device

o vendor has the ECDH public key (𝐴) for every device

o vendor generates the ECDH key pair (𝑏, 𝐵) on owner’s behave

Any key material that an owner device or a FMM device can derive can also be 
derived by the vendor



(RQ3) End-to-end location privacy
Location history response

• Location history response from Samsung 

consists of a list of geolocations in 

plaintext.

• Vendor links each location report to the 

owner’s account based on the privacy ID 

contained in the report.

Impact: no end-to-end location privacy



(RQ4) Location report integrity
Location report protocol

Uses a signing key to authenticate a helper device to the server.

libfmm_ct.so, a native library file contained in the SmartThings APK, contains a default

signing key pair 𝑠𝑘𝐻 , 𝑝𝑘𝐻 that can be extracted through runtime memory analysis.



(RQ4) Location report integrity
Location report forgery

Impact: An attacker without a galaxy device can obtain the access token and submit 

forged location reports
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Summary
• (RQ1) Identification of an FMM device

o proximity-based attacks: GATT leaking identifiable data, DFU reboot, ...

• (RQ2) Unwanted tracking

o unwanted tracking via FMM device emulation

• (RQ3) End-to-end location privacy

o lack of end-to-end privacy: lost device locations are not protected from the vendor

• (RQ4) Location report integrity

o leaked signing key pair allows actors outside the network to report locations

Read our paper for protocol details and more attacks on FMM!
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