Australian
> National

ey University

Security and Privacy Analysis of Samsung's Crowd-
Sourced Bluetooth Location Tracking System

Authors: Tingfeng Yu, James Henderson, Alwen Tiu, Thomas Haines

Australian

Q' National
University



Australian

=L, Mo
University

Outline

» Introduction

« Background & Methodology
* the FMM Protocol

« Security analysis

«  Summary



Australian
& & National
University

Bluetooth Location Tracking

Find My Device Feature: o
) fetches location history

* Apple’s FindMy <

 Google’s Find My Device

« Samsung’s Find My Mobile (FMM) Server Owner
submits

Offline Finding (OF): location /"‘\
report

Allows a device without internet

connection to be found using:
» Bluetooth Low Energy (BLE) broadcasts lost data
« Crowd-sourced tracking network

Helper Devices Lost Device
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The Galaxy SmartTag

The Galaxy SmartTag

A BLE tracker released in 2021, a new joiner of Samsung’s FMM network

« Extends FMM by allowing owners to track not only their devices, but also personal
belongings (attached to the tag).



https://image-us.samsung.com/SamsungUS/home/mobile/mobile-accessories/phones/09032021/EI-T5300BBEGUS_1_Gallery-Image_1600x1200-jpg.jpg?$product-details-jpg$
https://image-us.samsung.com/SamsungUS/home/mobile/mobile-accessories/phones/09032021/EI-T5300BBEGUS_1_Gallery-Image_1600x1200-jpg.jpg
https://images.samsung.com/is/image/samsung/assets/lucid/how-do-i-connect-my-smarttag-to-my-phone/how-do-i-connect-my-smarttag-to-my-phone-header.png
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Motivation

Samsung’s FMM is one of the largest OF networks in the world. Security or privacy flaws
within the network may cause extensive impact...

Research Questions
* (RQ1) Identification of an OF (Offline Finding) device
o Canan FMM device be identified over BLE?
(RQ2) Unwanted tracking
o Canthe FMM network be abused for unwanted tracking?
* (RQ3) End-to-end location privacy
o Can the FMM protocol protect the location privacy from the vendor?
« (RQ4) Location report integrity
o Can an actor (a helper device or someone outside the FMM network) forge a location report
for a lost device?
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BLE Protocol Overview

Bluetooth Low Energy (BLE): a wireless communication technology
BLE communication:
* BLE advertisement

Peer Address Type: Random Device Address (0x01)
BD_ADDR: 35:34:61:e4:50:27 (35:34:61:e€4:50:27)
Data Length: 31

Advertising Data

RSSI: -45dBm

0000 04 3e 2b 02 01 00 01 pAANGIORCEEGEECECS 1 02

« Data exchange over a connection via GATT (Generic Attribute Profile)
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Generic Attribute Profile (GATT)

Defines how data is organized and exchanged over a BLE connection.

GATT Profile

Service

Characteristic

--------------------------------

Characteristic
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Generic Attribute Profile (GATT)

A GATT characteristic: OWNER_ALARM
« | UUID | (indicate, read, write)

—| DEE30001-182D-5496-B1AD-14F216324184

¢

* | Properties

Exchanging data over a characteristic:

* Read: client reads the value of a sends Read Request

characteristic from the GATT server >
returns data in Read Response

 Write: client writes data to a characteristic on
the server

A

Client Server
* Indication, Notification: server pushes data

to the client Figure. GATT read example
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BLE MAC Address

MAC address: a 6-byte value that uniquely identifies a device.
Types of MAC address:

* Dynamic:
o Resolvable RPA (Random Private Address) DA:F3:DA:11:6B:56
o  Non-Resolvable RPA NOT BONDED A4-69dBm ©56ms
. Static: Device type: LE only
_ Advertising type: Legacy
o Public Address Flags: GeneralDiscoverable,
o Random Static Address BrEdrNotSupported




Australian

ey
BLE MAC Address

Privacy concerns:

* Identity correlation attack via BLE
advertisement data

* Need a way to hide the identity of

an advertising device!
Advertisement 1 Advertisement 2 Advertisement 3
MAC address} AA:AA.. MAC address| AA:AA.. MAC addressf AA:AA..
BLE data: 00010203... BLE data: AABBCCDD... BLE data: 00000000...
@) @)

%\‘ / /

v
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LE Privacy Feature

Uses an RPA that re-randomizes at specific timing interval instead of a static address:

Advertisement 1 Advertisement 2 Advertisement 3
MAC address: BE:9C.. MAC address: 7B:41.. MAC address: 30:DA..
BLE data: 00010203... BLE data: AABBCCDD... BLE data: 00000000...

I D

A registered SmartTag advertises on an RPA that randomizes every 15 minutes:

72022-08-31 23:21:01.600” 7 1b:8f:d7:d1:be:c6”
72022-08-31 23:36:31.715” ”3¢:58:10:a6:3a:2b”
”2022-08-31 23:52:01.828” 71d:c2:5e:29:1b:c6”




| Australian

National
University

e
"':
uw

Methodology

1. BLE passive observation

« passive scanning of BLE data

« extract and analysis HCI snoop log from a :>

Galaxy phone

2. BLE active interaction

« connect to a SmartTag's GATT server

= enumerate and test interesting
characteristics/services identified from the
HCI snoop log analysis

4. APK reverse engineering

+ Use the JADX-GUI decompiler to

decompile and analyse SmariThings and
FMM (the client apps)

3. Web traffic analysis

« set up a proxy server

« Interceptimodify the traffic exchanged
between the online devices and
Samsung's servers )?

id128 == a1:2b:e3:1c:5b:38:47:73:9b:9d:3d:57:35:23:3a:7c || btatt.uuid128 == 4e:be:81:f6:b9:52:4

vo. Time Source Destination
.530112 SamsungE_5e:62:86 (Galaxy S7 edge) 36:ea:11:cd:b4:88
634 69.723316 36:ea:11:cd:b4:80 (Smart Tag) SamsungE_5e:62:86
636 69.725351 SamsungE_5e:62:86 (Galaxy S7 edge) 36:ea:11:cd:b4:80
639 69.918392 36:ea:11:cd:b4:80 (Smart Tag) SamsungE_5e:62:86
[
» Frame 630: 28 bytes on wire (224 bits), 28 bytes captured (224 bits)
» Bluetooth
» Bluetooth HCI H4
» Bluetooth HCI ACL Packet
» Bluetooth L2CAP Protocol
~ Bluetooth Attribute Protocol
» Opcode: Write Request (©0x12)
+ Handle: ©x8051 (Unknown: Unknown)

Value: 85e5ff157012¢c069c6f4abab5cds56bed

m, mo66914b() Ab
m, mo77601a() Ab
m, onCreate() vo
m, onLowMemory ()
m, onTerminate()
m, onTrimMemory (

public static DeviceBle parseBLEPacket(String deviceName,
String str;
String str2;
long j;
int i2;
String str3;
String strd;

5. Firmware reverse engineering

« Use Ghidra to analyse the dumped
SmartTag firmware

aFR

6. Dynamic analysis

« Use Frida to analyse the runtime
behaviour of the client apps

= dumped the value of the key-pair used for
location reports

€, QcDeveloperRece
¢, QcEventReceiver
¢, QcGetLogReceive

¢, QcReceiver
SR

< R$styleable
plugin.webview
pluginmgmt
pluginplatform
plugins.lib
saiv.vision

String str5;

int i3 = (serviceDatal®] & 240) >> 4;

int advertisementType = ((serviceData(@] & 15) >> 3) &
int tagState = serviceDatal@] & 15 & 7;

int agingCounter = ((serviceDatal[3] & 255) << 16) | (s
byte[] bArr = new byte[8];
System.arraycopy(serviceData, 4, bArr, @, 8);

String privacyIDPart = C6617j.m74391a(bArr);
m62489d(privacyIDPart, address);

int i4 = (serviceDatal12] & 240) >> 4;

int i5 = ((serviceData[12] & 15) >> 3) & 1;

int i6 = ((serviceData[12] & 15) >> 2) & 1;

int i7 = serviceData[12] & 15 & 3;

bytel] bArr2 = new bytel3];

(RN

He®Wwm~wouwm
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Device Registration

Establishes a shared secret via ECDH

(3) Finds the ECDH public key A associated with the tag.
Generates a ECDH private-public key pair: b, B = bG,
Calculates the shared key: By, = b4,

Then, computes the shared secret: B, ..., = sha256(B,.,|x).

Samsung’s Server

A
(2) sends tag (4) returns
data and a public key B
random and shared (6) Calculates the shared secret using its
number x to secret Bsecrer private key a and the public parameters.
server !

(1) obtain tag data from GATT server
and its BLE data

- (5) sends public parameters (public keyr

B and random number x) to the tag

»
>

Owner Device New Tag
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Registered Device

The shared secret established during the registration process is used to derive 4 AES
subkeys via SHA-256:

e authKey |
— secure communication between owner and tag
e gattKey
. pidKey | o
— used to generate the BLE data for Offline Finding (OF)
e signKey |
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Registered Device

The registered tag broadcasts BLE data in a fixed structure for OF (Offline Finding):

aging counter privacy ID FESG|I‘V€d signature
| I I
) Smart Tag 0 1-3 4-11 12 [13-15 16-19
0A:6B:45:6C:6C:51
NOTBONDER  4=S0dbm 1960 ms 15 [6b fa 00 |c8 40 62 b2 8f 00 e2 60| c3 |00 00 00|ad 01 8b 47
Device type: LE only
Advertising type: Legacy
Flags: GeneralDiscoverable, Byte @: 0x15
BrEdrNotSupported Bit 2-3 4 5-7
Incomplete List of 16-bit Service :
UUIDs: OxFDSA VDalta v;r?‘lon ad; ;gpe taige s@tSate
Service Data: UUID: OxFD5A Data: 0x15732A01 a’ue X X X
C40C6AA71E9D65FEC300000088DB17ET Byte 12: @xC3
Complete Local Name: Smart Tag Bit -3 3 - 5 6-7
CLONE RAW MORE Data |region ID|encryption flag|UWB flag|battery level

Value @x0c 2x00 2x00 0x03
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Registered Device - BLE data

aging counter privacy ID FESE‘FVEd signature
| | |
0 1=-3 4-11 12 13=15 16-19
‘ 1\5_“(:“3 fa 00| c8 40 62 b2 8f 00 e2 60| c3 ‘@@ 00 00 |ad 01 8b 47‘
Operating state (1-6)

« state 1: premature offline mode
* state 2: offline mode } Helper devices only reports devices advertising
. state 3: overmature offline mode under offline modes (state 2 or 3)

* state 4-6: connected to owner device(s)
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Registered Device - BLE data

aging counter privacy ID FESG‘FVEd signature
| I I
0 1-3 4-11 12 13-15 16-19

‘ 15 ‘Gb fa 00| c8 40 62 b2 8f 00 e2 60| c3 ‘@6 00 90

ad @1 8b 47‘

Privacy ID
* Uniquely identifies a registered FMM device
« Each FMM device has a Privacy ID pool (a set of unique privacy IDs)

. Byte 0 Byte 1 Bytes 2-9 Byte 10 Byte 11
PID Pool— PIDi = EpidKey(p‘rwaCyIV, i> 8A256 | i A256 | Privacy ID seed | (i > 8) A 256 | i A 256 )

\ J | J
------ Y

PIDn v Plaintext
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Lost-and-Found in FMM

Location Report Tag location update ‘
"geolocation": { -

"latitude®: -30, Location Server Owner Device

"longitude": 150
}’t adverti ene g Report estimated location, Bytes 0-3 Bytes 4-11 Bytes 1215 | Bytes16-19
"tagAdvertisement": _

"serviceData": ... BLE data, and other meta data 156bfa00 | c84062b28f00e260 |  c3000000 ad018b47
) _ of lost tags to Samsung L J

D I

pid;[:8] signature[:4]

]

o)
O~

'R Broadcasts offline mode

BLE data Some fieldsin the
Helper Devices LostTag  ,gvertisement
! data update
scan for nearby lost periodically

tags periodically
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Security and Privacy Analysis

Attack surface defined for each RQ

Model RQ Assumptions Capabilities Attack Scenario
Passive Proximity- ROI (1) Within BLE (1) Record and replay BLE advertise- | Attackers can track neighbours’ FMM devices by eavesdropping
based (Al.1) communication distance ments on BLE advertisements (A1.1) or interacting with the
Active Proximity- with a tag. (2) Controls a (1) Interact with tag’s GATT server SmartTag’s GATT server (Al.2), to infer the presence of a
based (A1.2) Bluetooth capable device device, thereby revealing their routines.
Network-based RQ4 (1) MitM position between (1) Intercept, redirect, or modify net- | Thefts can hide their locations by forging location reports using
(A2) Samsung server and a tag. work traffic the device’s/tag’s lost mode advertisement, leading victims on a
false trail.

Service Operator | RQ3 (1) Access to backend sys- | (1) Access to all location reports and Service operators can infringe user privacy by inferring social
(A3) tems. secret keys for each registered Smart- | connections through location history analysis.

Tag.
Tag Owner (A4) RQ2 (1) Owns a SmartTag. (2) | (1) Hide the tag/customized tracking | A tag owner can covertly track a colleague by hiding the tag in

Access to a Bluetooth capa-
ble device. (3) Direct con-
tact with a victim

device in victim’s belongings

their belongings, or create a hard-to-detect customized tracker
using Samsung’s OF protocol.
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(RQ1) Identification of an FMM device

Flaws allowing an FMM device to be identified over BLE

1. various readable GATT characteristics leaking identifiable data

2. the DFU (Device Firmware Update) characteristic for SmartTags allows any
connected device to reboot the tag, revealing its static address

3. small privacy pool (size 50) for FMM mobile devices. Allows a proximity-based
attacker to collect all the privacy IDs within a short period of time, then perform
correlation attacks

Impact: defeating the purpose of the LE privacy feature, which aims to protect a tag’s long term
identity using RPAs (Random Private Addresses)



Australian

‘,,_', Nationa|
University

(RQ2) Unwanted tracking

Existing anti-tracking algorithms for SmartTags:
* Samsung'’s in-built feature:

o requires the user to perform manual BLE scanning

o displays any Overmature mode (state 3) tags detected from the scan
e AirGuard! by SEEMOO Lab:

o runs BLE scanning in the background

o detects Overmature mode tags

A SmartTag operates under Offline mode (state 2) for the first 24h after it is lost, then transition to
Overmature Offline mode.

Existing algorithms can only detect trackers after being tracked for 24h.



https://github.com/seemoo-lab/AirGuard
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(RQ2) Unwanted tracking

An impersonated tag operates the same as a legitimate tag (video link). The user can
customise its BLE behaviour by specifying its tag state and MAC-payload rotation interval.

shared master secret: 6e656dcdfof9063e20c6a416dC16755¢F
current time for the tag: 2022-08-28 00:25:49,654226+10:00

adv data: 13f926018750cb312a7ea040c30000002b75¢ob4, at: 00:25:49
GetAll

returning props
GATT application rq\st':rod

1226 k0 A ~

<

jed
\

o
| tarta 21020 S400 biad WTHAIAIM \s Toodt ARSI o tTag Sticker

My home - On the go

Status

Connected ®

Impact: an attacker can bypass both anti-tracking algorithms by simply configuring the
impersonated tag to always advertise on Offline mode


https://youtu.be/2XuS-tGnpiI
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(RQ2) Unwanted tracking

Tracking experiment

\x‘i': -1

15:2022- 14

5: 2022-10@ -19-32-04

-19-36-37

Estimated path plotted from
the location history
returned by the Samsung’s
server

-20-06-14
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(RQ3) End-to-end location privacy

Vendor knows necessary key materials for computing the privacy IDs of any
registered device

o vendor has the ECDH public key (A) for every device

o vendor generates the ECDH key pair (b, B) on owner’s behave

(3) Finds the ECDH public key A associated with the tag.
Generates a ECDH private-public key pair: b, B = bG,
Calculates the shared key: By, = bA,

Then, computes the shared secret: B.,,..; = sha256(B,,, |x).

Samsung’s Server

Any key material that an owner device or a FMM device can derive can also be

derived by the vendor
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(RQ3) End-to-end location privacy

Location history response

* Location history response from Samsung
consists of a list of geolocations in
plaintext.

« Vendor links each location report to the
owner’s account based on the privacy ID
contained in the report.

Impact: no end-to-end location privacy

requestId:
v message:
sabuid:
v geolocations:
v 0:
latitude:
longitude:

accuracy:

v 1:
latitude:
longitude:

accuracy:

Save Copy Collapse All Expand All

statusCode: 208
e

lastUpdateTime:

lastUpdateTime:

W Filter JSOM

'-35

"158

"15.489"
1675169329748

"19.935"
1675169486230

(¥ =)
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(RQ4) Location report integrity

Location report protocol
Uses a signing key to authenticate a helper device to the server.

libfmm ct.so, a native library file contained in the SmartThings APK, contains a default
signing key pair (sky, pky) that can be extracted through runtime memory analysis.

ns
(sku, Pki) ) | ©,
1ibfmm i (ns, signgy, (n,), pky) |
_ct.so > °
'tS \——l"".

|

Native Library (ts, report)
Helper Server

\ 4
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(RQ4) Location report integrity

Location report forgery

Spotted by a nearby
Galaxy device

o P, B2 £ .
Palmerston ""'

Impact: An attacker without a galaxy device can obtain the access token and submit
forged location reports
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Summary

(RQ1) Identification of an FMM device
o proximity-based attacks: GATT leaking identifiable data, DFU reboot, ...
(RQ2) Unwanted tracking
o unwanted tracking via FMM device emulation
(RQ3) End-to-end location privacy
o lack of end-to-end privacy: lost device locations are not protected from the vendor

(RQ4) Location report integrity
o leaked signing key pair allows actors outside the network to report locations

Read our paper for protocol details and more attacks on FMM!
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