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Type Confusion

class Shape {RealShape type;};

class Circle : Shape {int radius;};

class Square : Shape {int length;};
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Dynamic Mitigations

1. dynamic_cast<>

Limitations:

• Virtual Table Required

• High Overhead

Prohibit for performance
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TPRunify Approach



Custom RTTI Inference

Category 1: Encoded in a Base Class Field

CSSValue

- const uint8_t class_type_;

+ explicit CSSValue(ClassType class_type) : class_type_(class_type) {}
+ bool IsImageValue() const { return class_type_ == kImageClass;}
+ bool IsShadowValue() const { return class_type_ == kShadowClass; }

+ bool IsURIValue() const { return class_type_ == kURIClass; }

CSSImageValue

+ CSSImageValue() : CSSValue(kImageClass) {}

CSSShadowValue

+ CSSShadowValue() : CSSValue(kShadowClass) {}

CSSURIValue

+ CSSURIValue() : CSSValue(kURIClass) {}



Custom RTTI Inference

Category 2: As a Constant. 

BasicShape

+ Virtual ShapeType GetType() const = 0;

BasicShapeEllipse

+ ShapeType GetType() const override {

         return kBasicShapeEllipseType; 
}

BasicShapePolygon

+ ShapeType GetType() const override {

     return kBasicShapePolygonType; 
}

BasicShapeCircle

+ ShapeType GetType() const override {

     return kBasicShapeCircleType; 
}



Custom RTTI Inference

Category 3: As a Type Check Function. 

CanvasImageSource

+ virtual bool IsVideoElement() const { return false; }

+ virtual bool IsCanvasElement() const { return false; }

HTMLVideoElement

+ virtual bool IsVideoElement() const { return true; }

HTMLCanvasElement

+  virtual bool IsCanvasElement() const { return true; }

HTMLElement

CanvasRenderingContextHost



Custom RTTI Inference

class … … …

Type Hierarchies

C1: Encoded in a Base Class Field

C2: As a Constant. 

- Enumeration Constants.

- Assigned to the field in constructor

 or

     Returned by a virtual method

-    Not be changed once initialized in constructor. 

C3: As a Type Check Function. 

- Override the return value of the virtual function in 

base class.

- The overwritten return value is unique across the 

hierarchy.



Static Safe Casting Verification

if (shape->type == CIRCLE) {

     sanitizer_check(); <- redundant

    circle = cast<Circle*>(shape);
}

Sanitizer Approach:

if (shape->type == CIRCLE) {

    circle = cast<circle>(shape);

}

TPrunify Approach:

safe

Circle



Implementation

• Libclang : Custom RTTI Identification

• LLVM v14.0.5

• 9,652 lines of code in total

• Update HexType to LLVM v14.0.5 for comparison



Evaluation

• RQ1: Prevalence of custom RTTI

• RQ2: Safe casts identified by TPRunify

• RQ3: Runtime overhead reduction



Prevalence of custom RTTI
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Overhead Reduction

25% 
75% 
48% 

35% 

30% 



Conclusion

• Custom RTTI is widely used in preventing type confusion

• TPRunify: An automatic tool to combine the sanitizers’ 
approach and custom RTTI to ensures full protection with 
minimal overhead to mitigate type confusion.

• Evaluation: Reduce the sanitizer’s overhead by 25% to 75% 
for large scale C++ software.

• Open Source: https://github.com/seclab-ucr/TPrunify.git



Q   &   A

In job market this year!
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