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Cache

Cache – “Too low-level to me?”
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Warp – “INVD” 

3

• Flushes the cache without triggering a write-back 

- modified values are lost

• Do not use it when memory coherence should be considered

• Safe Version – “WBINVD”

- Write back all value in the cache before invalidating the cache

• Privileged Instruction…



• Strong Threat Model

• Encrypt the Entire VM

• Confidentiality – SEV-ES

• Integrity – SEV-SNP

... …
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Selective State Reset
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Exploits



Attacking Sudo
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• Variable initialized with 0

• root uid = 0: 
- no password check

Dropped via INVD



Timewarp
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•More generic exploit primitive required

• Idea: Target Control Flow 

• Use stale return address to “warp back in time”



Timewarp – High Level
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INVD return address



Timewarp - Animation
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Demo



Attacking SSH
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• Login with wrong password

INVD return address



Summary
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• First attack breaks integrity of SEV-SNP

• Single Instruction abuse - INVD

• Mitigation via firmware and microcode update

Demo:Github: Blogpost:

github.com/cispa/
CacheWarp

cachewarpattack.com schutzwerk.com/en/
blog/cachewarp/

http://github.com/cispa/CacheWarp
http://cachewarpattack.com/
http://www.schutzwerk.com/en/blog/cachewarp/

