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Brief Summary

Highlighted a new active yet overlooked Black Hat SEO technique,
ISAP (Internal site Search Abuse Promotion)

Proposed and implemented a lightweight ISAP detection scheme
and found over 10,209 abused popular websites

Conducted a systematic understanding of the ISAP ecosystem to
uncover its strategies and evaluate security risks
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Internal Site Search

“ A technique help users quickly locate the resources/subpages inside a website.

» 47.32% of Alex Top 1M websites implemented this function [11.
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WASHINGTON STATE UNIVERSITY
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Washington State University Extension
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However, Internal Site Search has been
abused to promote illegal content



Root Cause of Abuse

“*A new URL under the same domain would be generated as the ISS result
“* Containing the search keywords, even for non-existent ones

¢ Abusers can inject promotional content (as keywords) to obtain subpages under

popular websites Generate a new URL under this domain
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ISAP Process
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ISAP Process

Find exploitable

iyttt ettty sites and generate
B Black Hat SEOer reflection URLs
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ISAP Process
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ISAP Process

Promotion information in

. Macao Sun City
search engines
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ISAP Process

Promotion information in search engines

Search Result for Macao Sun City Online Website
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Widespread Impact of ISAP
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Research Question and Challenge

“ Question
What is the scale of the abuse of site search for illegal promotion?
What business to promote?
Which sites have been abused or are at risk of being abused?

< Challenge

How to efficiently and accurately detect ISAP from
billions daily URLs of the search engine?




Empirical Study of ISAP Ground-truth

“*Ground-truth dataset from Baidu Security, user-reported abuse cases
20,999 reflection URLs, 18,349 normal URLSs, and their distribution websites

Key Observation 1 Key Observation 2
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length of keyword

High number of reflection URLs/keywords Length of promotion keywords: 90%
embedded in one distribution website are in the range of 14 to 108
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Empirical Study of ISAP Ground-truth

Key Observation 3

Reflection URL Search Kevword Promotion Target

Yunnan Dali home massage
https:/www bhliquors.com/catalogs appointment phone number {WeChat
earch'result?q={search kevword} 152****BB40} provides first-class

door-to-door service UteCW

How to find special escort services in
https:/www ncbinlm nih gov/'medg Wuxi {WeChat phone number
en/?term={search keyword} 132%#%%03532} provides first-class

door-to-door service eZXzl

Xiamen door-to-door (one-stop door-
https://store.google com/br/search?q to-door service) {WeChat phone
={search kevword} number 132****0532} provides

first-class service iKY QHy

152%*=*8840

132%#%%05332

Use multiple hot keywords to promote the same target
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ISAP Detector
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Snapshot URL Screener Semantic Detector
Dataset
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00
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00000
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OFor

Process billions of daily search traffic data of search engines in 2 hours
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ISAP Detector

4 ) 4 — )
See= @ | ., =
j ‘,,"E
Distribution website Promotion Detec,ti.on ,and A
URL \_ identification ) \_ information Y, @assn‘lcatloy ISAP URL
Snapshot URL Screener Semantic Detector
Dataset
| Benign URL |
60 Million
URL Screener Reduce the amount of data to be processed 1/6000
10K

e D EEEIE  [dentify the URL that contains the promotion information

2.14% false-negative rate 1.86% false-positive rate
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Abundant famous sites are being abused

3,222,864 abused URLs, with a maximum of 30W of abused links per day

10,209 abused websites, including store.google.com,
support.microsoft.com, science.mit.edu, and apod.nasa.gov.

4,458 distribution websites

—~ 1 r r r 1 r ' r T T T
[ I adult B gambling seo other 1| anonymaus

w B
o o

# URL (E\ther log)
o

—u
o

0 May '01 May "17 Jun '05 Jun 23 Jul 10 Jul '27 Aug '15 Aug 30 Sept '15
The number of identified promotion URLs per day. 19



Business of ISAP Promotion Targets

Adult content and gambling
dominate in ISAP of Baidu
accounting for 77.44% and 20.41%

New services like promotion of
BlackHat SEO service itself and
anonymous servers are also active

Promotion keywords of each category

Category Promotion Keywords*
Gambli Colors Millennium Fortune Website
ambing [URL: gd*** cc]
i ok
Adult Content Anime BEE:[II.II}’ Chara(?ters [BA** CC]
Meet the Live Streaming
BlackHat SEO SEO Channel[Open:**SEQ.cc
AWS Cloud: Open Account Discount
Anonymous Server with Free Records [TG Telegram:

@AK***3]

Software Development

Dating IM chat development TG teleg-
{ram: @ FF**%*6 }

Other . Training fee invoice/c** . htm [Wechat:
Fake Invoice fpeig]
Illicit Exam Understudy Professional Exam understudy: Safe and

Reliable [URL AK***9.COM]

Loan Service

Local loan company, Wechat_k12#***7

Unknown

Hamster Maze [url:gd***-cc]




ISAP Activities
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ISAP Activities

ISAP activity

increased
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Targets and Impact

Promotion target

Domain, Telegram, Wechat and Telephone

|dentification results of promotion targets

Category Number # ISAP URL # Abused site # Distribution site

domain 205 3,163,724 7,121 4,125
telegram 47 34,267 5,704 181
wechat 25 18,565 1,243 226
telephone 17 6,308 2,693 116

ISAP URLs were clicked by more than 6 million
users in just 4 days
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ISAP is also prevalent in other search engines

We sampled 182 detected promotion targets and 50 keywords as
search keywords to test Google and Bing

. | Tz MA A
promotion @XK5537 88SEQO.CC keywords AMNEIZIZR &
targets 191988640  gd>555-cc part time job online

Have the ISAP URLs been indexed by the search engine?

———————————————————————————————————————————————————————————————————

11 98 promotion targets E » Bin 75 promotion targets i
32,663,275 URLs E | 9 2,097,161,500 URLs |

—————————————————————————————————————————————————————————————————

Can ISAP URLs be exposed to users in the search results?

~

27 and 9 keywords show ISAP on the first 54%, fs%
page in Google and Bing, respectively.
[1] exact match mode GO gle Bing 24




We identified 10,209 websites that have
been abused by ISAP.

What about other websites that are
potentially at risk?



ISAP Website Finder

Question: How many high-profile sites are at-risk under ISAP?
1. Check if one given website supports the Internal Site Search funcion
2. For supported websites, check if they are vulnerable to ISAP

Challenge:
No uniform standard for the implementation of search box !

Strategy

Input box traversal —— -] - .
DA B &) o =3

Conditional pruning

gi
:
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ISAP Website Finder

Criteria to further verify ISAP issues:
1. Existence of search keywords in redirection URLs
2. Containment of search keywords in redirection pages (titles)

S a1 ) 4 ) 4 )
E: /\‘) <> @
5 = R s 0 R R Y R R ==
Do HTML Search ISAP .
st \collection /  \_boxfilter )  \dentification ?/Sgebcs?tvee
ISAP Website Finder
Source # domain # Eva-domain #Vul-domain %
Top 10K 10,000 6,647 782 11.76%
Evaluation EDU 22 641 21,273 5230 24.59% 4
results GOV 24,947 23,008 3,245 14.10% &
<

Total 57,410 50,762 9,233 18.19%
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Mitigation

<+ Use the HTTP POST for Internal Site Search -> eliminate redirection URLs
+HTTP GET would embed the search keywords in the URL as parameters

<+ Return 404 for non-existed keywords -> eliminate redirection pages

<»Promotional content hardly exist in the origin content of the website

ISAP-check ‘Validation Publications Dataset

ISAP-check

ISAP URL examples

Distribution Website Category Reflection URL Search Keyword

Promotion Target
° Yunnan Dali home massage
h tt p .//I Sa p - C h ec k C o m https://www.bhliquors.com/catalogs appointment phone
[ J L ]

number {WeChat

, N 152%idk8 840
earch/result/?q={search keyword}  152%***8840} provides first-class
door-to-door service UteCW
How to find special escort services in
htip://54%#¥ic top Adult };llps_ﬂfwww.ncbl.nlm.nih.guwmedg Wuxi {WeChat phone number

n/?term={search keyword } 132##%%Q532 ¢ provides first-class
door-to-door service eZXzl

132840532
Xiamen door-to-door (one-stop door-

https://store.google.com/br/search?q to-door service) {WeChat phone
={search keyword

H number 132%#4%9532% provides
first-class service ikY QHy

28



+*Search engines

<+ Baidu has implemented the detection methods and removed the detected ISAP URLs.
< Bing confirmed the issues and indicated they had implemented a fix.

<+ Vulnerable websites

< We disclosed to their Security Response Center. Several websites like Tencent and
Yahoo acknowledged the threat and awarded us a bug bounty.

<+ With the help of national CERT and CNNIC, we organized online meeting and
provided remediation guidance for university and government websites.

29
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