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• Highlighted a new active yet overlooked Black Hat SEO technique, 
ISAP (Internal site Search Abuse Promotion)

• Proposed and implemented a lightweight ISAP detection scheme 
and found over 10,209 abused popular websites

• Conducted a systematic understanding of the ISAP ecosystem to 
uncover its strategies and evaluate security risks
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Brief Summary



Promotion is Everywhere, Everywhen

Black Hat Search Engine Optimization

Illicit Drug Adult Service Gambling 

Getting exposure from search engines through 
unusual means

Promotion contentPromotion content

Promotion TechniquesPromotion Techniques

Keyword Stuffing Blog Comment Spam

Private Blog Networks Link Farms

Internal site Search 
Abuse Promotion (ISAP) 

Internal site Search 
Abuse Promotion (ISAP) 

Famous websites

◆ Low-cost

No domain registration required

◆ Remarkably effective

Abuse the reputation of well-known domains
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Internal Site Search 

[1] Kats D, Silva D L, Roturier J. Who Knows I Like Jelly Beans? An Investigation Into Search Privacy. 

❖ A technique help users quickly locate the resources/subpages inside a website.

❖ 47.32% of Alex Top 1M websites implemented this function [1].
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However, Internal Site Search has been 
abused to promote illegal content
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Root Cause of Abuse

❖A new URL under the same domain would be generated as the ISS result

❖Containing the search keywords, even for non-existent ones

❖ Abusers can inject promotional content (as keywords) to obtain subpages under 

popular websites
Generate a new URL under this domain 

Inject promotional content into the content of this URL

Reflection
Page
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ISAP Process

Black Hat SEOer

Promotion target: 
XXXbet.net 
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ISAP Process

Macao Sun City Online Website (XXXbet.net)

Hot Keywords + Promotion Target

Black Hat SEOer

➁ Generate promotion keywords

➀ Promotion target: XXXbet.net

Generate 
Promotion 
keywords
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ISAP Process

Macao Sun City Online Website (XXXbet.net)

Hot Keywords + Promotion Target

Black Hat SEOer

➂ Generate reflection URLs➁ Generate promotion keywords

➀ Promotion target: XXXbet.net

http://exa.edu/search/?q=Macao…

No results for “Macao Sun City 
Online Website (XXXbet.net)”

Find exploitable 
sites and generate 

reflection URLs
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ISAP Process

Macao Sun City Online Website (XXXbet.net)

Hot Keywords + Promotion Target

Black Hat SEOer

➂ Generate reflection URLs➁ Generate promotion keywords

➀ Promotion target: XXXbet.net

➃ Embed on distribution websites

http://exa.edu/search/?q=Macao…

No results for “Macao Sun City 
Online Website (XXXbet.net)”

http://distribution.com

<li><a href=“http://exa.edu/?
search/?q=Macao ...><\li>

<li><a href=“http://x.com/?s=.
… 

Embed on distribution 
websites
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ISAP Process

➄ Indexed by search engines

http://exa.edu/search/?q=Macao…
exa.edu

Macao Sun City Online Website (XXXbet.net)..

Promotion information in 
search engines

Macao Sun City Online Website (XXXbet.net)

Hot Keywords + Promotion Target

Black Hat SEOer

➂ Generate reflection URLs➁ Generate promotion keywords

➀ Promotion target: XXXbet.net

➃ Embed on distribution websites

http://exa.edu/search/?q=Macao…

No results for “Macao Sun City 
Online Website (XXXbet.net)”

http://distribution.com

<li><a href=“http://exa.edu/?
search/?q=Macao ...><\li>

<li><a href=“http://x.com/?s=.
… 

Search Result for 
Macao Sun City 
Online Website
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ISAP Process

➄ Indexed by search engines

http://exa.edu/search/?q=Macao…
exa.edu

Macao Sun City Online Website (XXXbet.net)..

Search Result for Macao Sun City Online Website

Macao Sun City Online Website (XXXbet.net)

Hot Keywords + Promotion Target

Black Hat SEOer

➂ Generate reflection URLs➁ Generate promotion keywords

➀ Promotion target: XXXbet.net

➃ Embed on distribution websites

http://exa.edu/search/?q=Macao…

No results for “Macao Sun City 
Online Website (XXXbet.net)”

http://distribution.com

<li><a href=“http://exa.edu/?
search/?q=Macao ...><\li>

<li><a href=“http://x.com/?s=.
… 

➅ Access XXXbet.net 

Promotion information in search engines



Widespread Impact of ISAP
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google.com

new s.163.com

Looking student sex worker at Hohhot  

All day Beijing automobile race 

Google Bing Baidu

berkeley.edu

Tencent Cloud Agent; Accept USDT
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Research Question and Challenge

❖ Question

❖ Challenge

What is the scale of the abuse of site search for illegal promotion?

What business to promote?

Which sites have been abused or are at risk of being abused?

How to efficiently and accurately detect ISAP from 
billions daily URLs of the search engine?
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Empirical Study of ISAP Ground-truth

Key Observation 1Key Observation 1

High number of reflection URLs/keywords 
embedded in one distribution website

Length of promotion keywords: 90% 
are in the range of 14 to 108

Key Observation 2Key Observation 2

❖Ground-truth dataset from Baidu Security, user-reported abuse cases
❖20,999 reflection URLs, 18,349 normal URLs, and their distribution websites
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Empirical Study of ISAP Ground-truth

Key Observation 3Key Observation 3

Use multiple hot keywords to promote the same target
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URL 
Snapshot 
Dataset

Distribution website 
identification

Promotion 
information

URL Screener

gambling 
xbet.net

ISAP URL
Semantic Detector

Detection and 
classification

Benign URL

China's largest search engine service provider

lightweight efficiently

Process billions of daily search traffic data of search engines in 2 hours

ISAP Detector
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URL 
Snapshot 
Dataset

Distribution website 
identification

Promotion 
information

URL Screener

gambling 
xbet.net

ISAP URL
Semantic Detector

Detection and 
classification

Benign URL

ISAP Detector

URL ScreenerURL Screener

Semantic DetectorSemantic Detector

Reduce the amount of data to be processed

Identify the URL that contains the promotion information

1/6000

60 Million

10K

false-positive rate2.14% false-negative rate 1.86% 
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Abundant famous sites are being abused

ScopeScope

The number of identified promotion URLs per day.

3,222,864 abused URLs, with a maximum of 30W of abused links per day

10,209 abused websites, including store.google.com, 
support.microsoft.com, science.mit.edu, and apod.nasa.gov. 

4,458 distribution websites
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Business of ISAP Promotion Targets

BusinessBusiness
Promotion keywords of each category

Adult content and gambling 
dominate in ISAP of Baidu 
accounting for 77.44% and 20.41%

New services like promotion of 
BlackHat SEO service itself and 
anonymous servers are also active
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ISAP Activities

ActivitiesActivities

Persistently top 10 abused websites.

New abused 
links appear 
every day
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ISAP Activities

ActivitiesActivities

Persistently top 10 abused websites.

ISAP activity 
increased
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Targets and Impact

Promotion targetPromotion target

Identification results of promotion targets

Domain, Telegram, Wechat and Telephone

ISAP URLs were clicked by more than 6 million 
users in just 4 days

User-side impactUser-side impact
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ISAP is also prevalent in other search engines

We sampled 182 detected promotion targets and 50 keywords as 
search keywords to test Google and Bing

Have the ISAP URLs been indexed by the search engine? 

Can ISAP URLs be exposed to users in the search results?

32,663,275 URLs 

98 promotion targets

2,097,161,500 URLs

75 promotion targets

54% 18%

[1] exact match mode

[1]

27 and 9 keywords show ISAP on the first 
page in Google and Bing, respectively.

@XK5537 88SEO.CC

191988640 gd555·cc

外围约茶 섹스 상위

part time job online

promotion 
targets 

keywords
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We identified 10,209 websites that have 
been abused by ISAP.

What about other websites that are 
potentially at risk?
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ISAP Website Finder

Challenge: 
No uniform standard for the implementation of search box !

Input box traversalInput box traversal

Conditional pruningConditional pruning

Strategy 

Question: How many high-profile sites are at-risk under ISAP?

1. Check if one given website supports the Internal Site Search funcion

2. For supported websites, check if they are vulnerable to ISAP 
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ISAP Website Finder

HTML
collection

Search 
box filter

ISAP 
Identification 

Domain 
List

Defective 
Website

ISAP Website Finder

Source # domain # Eva-domain #Vul-domain %

Top 10K 10,000 6,647 782 11.76%

EDU 22,641 21,273 5,230 24.59%

GOV 24,947 23,008 3,245 14.10%

Total 57,410 50,762 9,233 18.19%

Evaluation 
results

Criteria to further verify ISAP issues: 
1. Existence of search keywords in redirection URLs
2. Containment of search keywords in redirection pages (titles)
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Mitigation

❖ Use the HTTP POST for Internal Site Search -> eliminate redirection URLs

❖HTTP GET would embed the search keywords in the URL as parameters

❖Return 404 for non-existed keywords -> eliminate redirection pages

❖Promotional content hardly exist in the origin content of the website

http://isap-check.com
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Disclosure

❖Search engines

❖ Baidu has implemented the detection methods and removed the detected ISAP URLs.
❖ Bing confirmed the issues and indicated they had implemented a fix.

❖ Vulnerable websites

❖We disclosed to their Security Response Center. Several websites like Tencent and 
Yahoo acknowledged the threat and awarded us a bug bounty.

❖With the help of national CERT and CNNIC, we organized online meeting and 
provided remediation guidance for university and government websites.
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