é’ usenix 337 SENIX
P o erens SECURITY SYMPOSIUM
Cross the Zone:

Toward a Covert Domain Hijacking via
Shared DNS Infrastructure

Yunyi Zhang, Mingming Zhang, Baojun Liu, Zhan Liu, Jia Zhang, Haixin Duan,
Min Zhang, Fan Shi, Chengxi Xu

Presenter: Chaoyi Lu
Posdoctoral researcher, Tsinghua University
https://chaoyi.lu

2024/8/21 1



Brief Summary

« We uncover a prevalent covert DNS infrastructure
deployment practice: shared nameservers
infrastructure.

« The XDAuth attack exploits well-known DNS hosting
platforms to take over domain names of enterprises.
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Domain Name System

*+ Translating domain names to IP addresses

Email Certificate

entry point of many Internet activities
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Domain Name System

*+ Translating domain names to IP addresses

*+ Resolution process

Authoritative Nameserver
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Domain Name System

*+ Translating domain names to IP addresses
*+ Resolution process

DNS hosting platforms

Authoritative Nameserver
® query example.com
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Domain Hijacking (from authoritative)

*» Target

O Unauthorized manipulation of domain name resource records

* Threat Model

O Nameserver domain squatting

O Nameserver relocation
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Domain Hijacking Mitigation

** Nameserver Configuration Restriction

O Do not allow the configuration of invalid NS records to prevent user typo

++ Domain Ownership verification

O DNS hosting providers refuse unauthorized domain claim

* NS Relocation Check

O Prevent attackers from obtaining exploitable NS

¢+ Self-controlled NS

O Prevent attackers from obtaining NS domain

Google
google.com NS ns4.google.com

.

bbc.com NS dns0.bbc.com.
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Question

With the protective measures mentioned above,
is domain takeover still possible?

Yes. XDAuth uncovers a new attack surface in
the DNS infrastructure: shared nameservers infrastructure.
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O Different NS domain names rely on the same underlying infrastructure

O Entities: DNS host provider, Registrar, and other enterprises, e.g., BBC, Nike
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XDAuth Attack

s+ Shared nameserver

. N

0 ==

- z Eexamplel.com. 172800 IN NS nsl.entity-a.com.

.com %exampleZ.com. 172800 IN NS nsl.entity-b.com.
Nameserver

___________________________________________________________________________________________________________________________
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XDAuth Attack

** Threat model

O Conditions
« delegated to shared nameserver

« canceled the service
false sense of safety

Secure-Entity Weak-Entity
[\
z =
= N
ns[1-2].secure.com ns[1-2].vulne.com

vietimecom A 1234 (Deleted RR)

victim.com NS ns1.secure.com
& Global DNS RR Database
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XDAuth Attack

** Threat model

O Conditions

O Target
delegated to shared nameserver .

canceled the service
false sense of safety

break the boundary of nameserver

hijack domain by shared nameserver
hijack private domain

Secure-Entity Weak-Entity

(1) Delegate: Hosting

% victim.com to the weak-entity §
OES =

g}ﬁ

*s. (2.1) Configure: Set up a
ns[1-2].secure.com ns[1-2].vulne.com % Fake RR for victim.com Attacker
\
1
Fietim-ecomA1-2-3-4 (Deleted RR) ,,"
| victim.com A 5.6.7.8 (Fake RR) l’, (2.2) Add DNS RR
victim.com NS ns1.secure.com
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XDAuth Attack

** Threat model

O Target
« break the boundary of nameserver

hijack domain by shared nameserver
hijack private domain

O Conditions
« delegated to shared nameserver

« canceled the service
false sense of safety

(3) Client Access: Query the IP Secure-Entity Weak-Entity (1) Delegate: Hosting
addresses of victim.com Vi Va— victim.com to the weak-entity §
R < f’:_’ : 5 :: ‘i‘\
. (4.2) Server Reply: Answer ~ »*~ ™, (2.1) Configure: Set up a
Client the client with the Fake RR ns[1-2].secure.com ns[1-2].vuine.com % Fake RR for victim.com Attacker
I ‘\
] 1
(4.1) Read DNS RR } s
\ /
icti NS 1 \‘| victim.com A 5.6.7.8 (Fake RR) “, (2.2) Add DNS RR
viclim.com nsi.secure.com
& Global DNS RR Database y
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Question

How to discover the shared nameservers
hidden behind the services?
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XDAuthChecker

** Response from shard nameservers

O nameservers respond with the correct response, outside of the delegation

O ns1.entity-a.com respond the query of domain www.example2.com

AR s
E . examplel.com. 172800 IN NS nsl.entity-a.com.
.com example2.com. 172800 IN NS nsl.entity-b.com.
Nameserver - S -
query > {
— www.example2.com R =) Entity ANameservers  Entity B Nameservers /2
Q ) ) ns[1-2].entity-a.com ns[1-2].entity-b.com
B N ©
: response + =
client | : .-
WWW.examp e2.com N www.examplel.com A 1.2.34 |<' -
A 1235 N
= -*| www.example2.com A 1.2.3.5 |
@ Shared DNS Resource Record Database
G J

cross-resolution verification
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XDAuthChecker

s Step 1: Discovering NS Candidates of Hosting Service

72 10,90
Research + . s> 25,310 NS seeds
TLD zonefile
Report
(1. Discovering NS Candidates\
of Hosting Service
— 1] wns
Q RRs =[] NS-DN
-y
TLD Zone —
Files Extract <apex-  Obtain NSs with
ns> pairs high dependence
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XDAuthChecker

» Step 2: Uncovering Shared Nameservers

cross-resolution verification

oo mmmm e m— == === ~
: domaini NS1 : domaini NS1
e W e
/| domain2 NS2_ | domain2 |~ NS2
(1. Discovering NS Candidates\ G Uncovering Shared\
of Hosting Service Nameservers
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TLD Zone > Apex2 \\1 NS2 |
Files Extract <apex-  Obtain NSs with

Cross-resolution
\_ verification J

ns> pairs high dependence
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XDAuthChecker

» Step 3: Identifying Vulnerable Entities

O Nameserver owner identification
« WHOIS, HTTP domain

O Cross-entity inspection

- free or trial public hosting services

(1. Discovering NS Candidates\ (2 Uncovering Shared\ 4 3. Identifying Vulnerable )
of Hosting Service Nameservers Entities
= IQ’; : NS-DN NS NS HTTP Entities D
Q™ [ o [ ] B e @ —[ol— — @
° o
TLD Zone ATET \1 NS2 | Domain Vulnerable
i Extract <apex- i i
Files P Obtain NSs with Cross-resolution Identify NS domain  Check domain Entities
ns> pairs high dependence e idati
J \_ verification ) L owner validation flaws /
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Shared nameservers are prevalent

64,415 shared nameservers

O 2,134 SharedAuth-I groups
O 238 SharedAuth-Il groups
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NS Group Sizes
SharedAuth-I displaying larger NS group sizes .
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Different entity tend to share nameservey{DAuUt

s+ Clusters of shared nameservers

O if any nameserver is vulnerable, it affects all other entities
in that group

BB 0 B p .8
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Daeng

domaincontrol.com

SharedAuth-I SharedAuth-II
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\PAuth

Different entity tend to share nameservetXDAut

s+ Clusters of shared nameservers

s+ Common scenarios of shared nameservers
O service subscription 0O Different services within a single corporation

O infrastructures migration 0O Company mergers and acquisitions

NSONE O > dns#.p#.nsone.net | DigiCert C\O _ » nst.digicertdns.com |

NZ;DNS service Ss-----s------------ Acquires TSI '

BBC *;{ ns#.bbcdns.com : DNSMadeEasy > _n_s_#_.g_n_s_rpgg_e_e_a_slgc_)_rrl_j
Enterprises use public hosting services Corporate mergers and acquisitions
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Vulnerable Entities

“* 12 mainstream DNS hosting providers

ml\ér]oa.ny dnsimple dlglcert

‘ DNS Made Easy
§'é HUAWEI CLOUD

HUAWEI

* 125,124 domains of well-known enterprises/organizations

OGECTIGO ZcaCcCO %) SQUARESPACE
canon @ BEE MCKESSON
—om=cre ¢ ComLaude w/
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Disclosure & Mitigation

 Disclosure
O NSONE confirmed and fixed the issues

O McKesson has confirmed the issue and is working on fix

< Mitigation
O Improve existing NS allocation strategy
O Implementing discontinuation constraints
O Maintaining a global status of domain hosting

O Performing domain ownership verification by other information
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Conclusion

+ New attack surface

¢ uncover a new attack surface in the DNS infrastructure: shared nameservers
infrastructure

<+ Novel methodology and findings

<+ shared authoritative nameservers are prevalent
. : :
<+ a novel approach to discovering shared nameserver threats

< demonstrate the risk existing in many DNS hosting provider and enterprises
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Thanks!
Questions?

Presenter: Chaoyi Lu, Tsinghua University
https://chaoyi.lu

Author Email:
zhangyyzyy@nudt.edu.cn
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