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Motivation and Background

• Monocular depth estimation (MDE) estimates 

pixel-wise distances from a single RGB image.

• MDE is adopted by both academia and industry 

(e.g., Tesla, Waymo, and Toyota).

• Deficiencies in MDE could lead to AVs generating 

low-quality models of their surroundings.
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We then use the saliency map to understand what the depth estimation model focuses on 

when performing MDE, it turns out that MDE rely on perspective cues for depth inference.
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Motivation and Background



Overview of π-Jack
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High-level idea of π-Jack: by strategically placing an attack vector (a 

clump of grass), MDE for a target object (a tree) can be hijacked.
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Workflow of π–Jack’s Attack Strategy

• 3-D object selection

• Setting the stage for 

3-D object placement

• Object placement 

and rendering

• Robust design and 

analysis
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3-D Object Selection

• the 3-D object should possess structures similar to the target
• the 3-D object should exhibit a texture akin to the target
• the 3-D object should have an extended shape
• the object should be ordinary and inconspicuous

Properties of the selected 3-D objects.
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Setting the stage for 3-D object placement

Illumination estimation
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Feasible region identification

Setting the stage for 3-D object placement
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Object Placement and Rendering

Placement Rendering

Robust design

EoM&I
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Evaluation

Example estimated depth maps before and after π-Jack attack
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Evaluation

Overall π-Jack performance.Target object Attack vector

Impact of attack vector size Impact of distance
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Evaluation

Impact of angle Impact of position

Impact of velocity Impact of number of frames
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Evaluation

Impact of lateral distance Impact of time of day

Target object Attack vector
Generalizability of π-Jack to different models
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Evaluation

Summary of real-world evaluations

Evaluation with real-world scenes and attack vectors

Target object Attack vector
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Evaluation

Example scenes from AWSIM and Autoware.

Impact of velocity

Impact of time
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• The first physical adversarial attack on AV-MDE systems utilizing perspective hijacking

• Exploiting ordinary 3-D objects as attack vectors, π-Jack offers superior effectiveness, 
robustness, accessibility, and inconspicuity.

• Experiments validate the high attack success rate and large depth difference achieved by π-
Jack, demonstrating its successful application in both composited and real-world AV scenes.

Conclusion and Future Work
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Thank you!


	幻灯片编号 1
	Motivation and Background
	Motivation and Background
	Overview of π-Jack
	幻灯片编号 5
	幻灯片编号 6
	幻灯片编号 7
	幻灯片编号 8
	幻灯片编号 9
	幻灯片编号 10
	幻灯片编号 11
	幻灯片编号 12
	幻灯片编号 13
	幻灯片编号 14
	幻灯片编号 15
	幻灯片编号 16
	幻灯片编号 17

