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Abstract

Large language models (LLMs) have achieved remarkable
success due to their exceptional generative capabilities. De-
spite their success, they also have inherent limitations such as
a lack of up-to-date knowledge and hallucination. Retrieval-
Augmented Generation (RAG) is a state-of-the-art technique to
mitigate these limitations. The key idea of RAG is to ground
the answer generation of an LLM on external knowledge re-
trieved from a knowledge database. Existing studies mainly
focus on improving the accuracy or efficiency of RAG, leav-
ing its security largely unexplored. We aim to bridge the
gap in this work. We find that the knowledge database in
a RAG system introduces a new and practical attack sur-
face. Based on this attack surface, we propose PoisonedRAG,
the first knowledge corruption attack to RAG, where an at-
tacker could inject a few malicious texts into the knowledge
database of a RAG system to induce an LLM to generate an
attacker-chosen target answer for an attacker-chosen target
question. We formulate knowledge corruption attacks as an
optimization problem, whose solution is a set of malicious
texts. Depending on the background knowledge (e.g., black-
box and white-box settings) of an attacker on a RAG system,
we propose two solutions to solve the optimization problem,
respectively. Our results show PoisonedRAG could achieve a
90% attack success rate when injecting five malicious texts for
each target question into a knowledge database with millions
of texts. We also evaluate several defenses and our results
show they are insufficient to defend against PoisonedRAG,
highlighting the need for new defenses.

1 Introduction

Large language models (LLMs) such as GPT-3.5 [1], GPT-
4 [2], and PalLM 2 [3] are widely deployed in the real world
for their exceptional generative capabilities. Despite their suc-
cess, they also have inherent limitations. For instance, they
lack up-to-date knowledge as they are pre-trained on past
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Figure 1: Visualization of RAG.

data (e.g., the cutoff date for the pre-training data of GPT-4 is
April 2023 [2]); they exhibit hallucination behaviors [4] (e.g.,
generate inaccurate answers); they could have gaps of knowl-
edge in particular domains (e.g., the medical domain). These
limitations pose severe challenges for deploying LLMs in
many real-world applications in healthcare [5, 6], finance [7],
law [8, 9], and scientific research [10-12] fields.
Retrieval-Augmented Generation (RAG) [13-16] is a state-
of-the-art technique to mitigate those limitations, which aug-
ments an LLM with external knowledge retrieved from a
knowledge database. As shown in Figure 1, there are three
components in RAG: knowledge database, retriever, and LLM.
A knowledge database contains a large number of texts col-
lected from various sources such as Wikipedia [17], finan-
cial documents [7], news articles [18], COVID-19 publica-
tions [19], to name a few. A retriever is used to retrieve a
set of most relevant texts from the knowledge database for a
question. With the help of a system prompt, the retrieved texts
are used as the context for the LLM to generate an answer for
the given question. RAG enables an LLM to utilize external
knowledge in a plug-and-play manner. Moreover, RAG can re-
duce hallucinations and enhance the domain-specific expertise
of an LLM. Due to these benefits, we have witnessed a vari-
ety of developed tools (e.g., ChatGPT Retrieval Plugin [20],
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Llamalndex [21], ChatRTX [22], and LangChain [23]) and
real-world applications (e.g., WikiChat [24], Bing Search [25],
Clinfo.AI [26], Google Search with Al Overviews [27], Per-
plexity Al [28], and LLM agents [29, 30]) of RAG.

Existing studies [31-36] mainly focused on improving the
accuracy and efficiency of RAG. For instance, some stud-
ies [32, 33, 36] designed new retrievers such that more rele-
vant knowledge could be retrieved for a given question. Other
studies [31, 34, 35] proposed various techniques to improve
the efficiency of knowledge retrieval. However, the security
of RAG is largely unexplored.

To bridge the gap, we propose PoisonedRAG, the first
knowledge corruption attack to RAG.

Knowledge database as a new and practical attack sur-
face. In this work, we find that knowledge databases of RAG
systems introduce a new and practical attack surface. In par-
ticular, an attacker can inject malicious texts into the knowl-
edge database of a RAG system to induce an LLM to generate
attacker-desired answers to user questions. For instance, when
the knowledge database contains millions of texts collected
from Wikipedia, an attacker could inject malicious texts by
maliciously editing Wikipedia pages [37]; an attacker could
also post fake news or host malicious websites to inject mali-
cious texts when the knowledge databases are collected from
the Internet; an insider can inject malicious texts into an en-
terprise private knowledge database.

Threat model. In PoisonedRAG, an attacker first selects one
or more questions (called rarget questions) and selects an ar-
bitrary answer (called farget answer) for each target question.
The attacker aims to inject malicious texts into the knowl-
edge database of a RAG system such that an LLM generates
the target answer for each target question. For instance, an
attacker could mislead the LLM to generate misinformation
(e.g., the target answer could be “Tim Cook” when the target
question is “Who is the CEO of OpenAl?”), commercial bi-
ased answers (e.g., the answer is a particular brand over others
when asked for recommendations on consumer products), and
financial disinformation about markets or specific companies
(e.g., falsely stating a company is facing bankruptcy when
asked about its financial situation). These attacks pose severe
challenges for deploying RAG systems in many safety and
reliability-critical applications such as cybersecurity, financial
services, and healthcare.

We consider an attacker cannot access texts in the knowl-
edge database and cannot access/query the LLM in RAG. The
attacker may or may not know the retriever. With it, we con-
sider two settings: white-box setting and black-box setting.
The attacker could access the parameters of the retriever in
the white-box setting (e.g., a publicly available retriever is
adopted in RAG), while the attacker cannot access the pa-
rameters nor query the retriever in the black-box setting. As
mentioned before, we consider an attacker can inject a few
malicious texts into a knowledge database of a RAG system.
Overview of PoisonedRAG. We formulate crafting mali-

cious texts as an optimization problem. However, it is very
challenging to directly solve the optimization problem. In
response, we resort to heuristic solutions that involve deriving
two conditions, namely retrieval condition and generation
condition for malicious texts that can lead to an effective
attack. The retrieval condition means a malicious text can
be retrieved for a target question. The generation condition
means a malicious text can mislead an LLM to generate a
target answer for a target question when the text is used as
the context. We then design attacks in both white-box and
black-box settings to craft malicious texts that simultaneously
satisfy the two conditions. Our key idea is to decompose a
malicious text into two sub-texts, which are crafted to achieve
two conditions, respectively. Additionally, when concatenat-
ing the two sub-texts together, they simultaneously achieve
these two conditions.
Evaluation of PoisonedRAG. We conduct systematic evalua-
tions of PoisonedRAG on multiple datasets (Natural Question
(NQ) [38], HotpotQA [39], MS-MARCO [40]), 8 LLMs (e.g.,
GPT-4 [2], LLaMA-2 [41]), and three real-world applications,
including advanced RAG schemes, Wikipedia-based chatbot,
and LLM agent. We use Attack Success Rate (ASR) as the
evaluation metric, which measures the fraction of target ques-
tions whose answers are attacker-desired target answers under
attacks. We have the following observations from our results.
First, PoisonedRAG could achieve high ASRs with a small
number of malicious texts. For instance, on the NQ dataset,
we find that PoisonedRAG could achieve a 97% ASR by in-
jecting 5 malicious texts for each target question into a knowl-
edge database (with 2,681,468 clean texts) in the black-box
setting. Second, PoisonedRAG outperforms the SOTA base-
lines [42, 43]. For instance, on the NQ dataset, PoisonedRAG
(black-box setting) achieves a 97% ASR, while ASRs of 5
baselines are less than 70%. Third, our ablation studies show
PoisonedRAG is robust against different hyper-parameters.
Defending against PoisonedRAG. We explore several de-
fenses, including paraphrasing [44] and perplexity-based de-
tection [44—46]. Our results show these defenses are insuffi-
cient to defend against PoisonedRAG, thus highlighting the
need for new defenses.

Our major contributions are as follows:

* We propose PoisonedRAG, the first knowledge corrup-
tion attack that exploit the new attack surface introduced
by knowledge databases of RAG systems.

* Our major contribution is to derive two necessary condi-
tions for an effective attack to RAG systems. We further
design PoisonedRAG to achieve these two conditions.

* We conduct an extensive evaluation for PoisonedRAG
on multiple knowledge databases, retrievers, RAG
schemes, and LLMs. Additionally, we compare
PoisonedRAG with 5 baselines.

* We explore several defenses against PoisonedRAG.
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2 Background and Related Work

2.1 Background on RAG

RAG systems. There are three components for a RAG sys-
tem: knowledge database, retriever, and LLM. The database
contains a set of texts collected from various sources such
as Wikipedia [17], news articles [18], and financial docu-
ments [7]. For simplicity, we use D to denote the database
that contains a set of d texts, i.e., D = {T1,T», -+, T;}, where
T; is the ith text. Given a question Q, there are two steps for
the LLM in a RAG system to generate an answer for it.

Step I-Knowledge Retrieval: Suppose we have two en-
coders in a retriever, e.g., jointly trained question encoder fp
and text encoder f7. The f produces an embedding vector for
an arbitrary question, while fr produces an embedding vector
for each text in the knowledge database. Depending on the
retriever, fp and fr could be the same or different. Suppose
we have a question Q, RAG first finds k texts (called retrieved
texts) from the knowledge database 9 that are most relevant
with Q. In particular, the similarity score of each 7; € D with
the question Q is calculated as S (Q, T;) = Sim(fo(Q), fr(T7)),
where Sim measures the similarity (e.g., cosine similarity, dot
product) of two embedding vectors. For simplicity, we use
E(Q; D) to denote the set of k retrieved texts in the database
D that have the largest similarity scores with the question Q.
Formally, we denote:

£(Q: D) = RETRIEVE(Q. fo, fr. D), )

where we omit fp and fr in E(Q; D) for notation simplicity.

Step II-Answer Generation: Given the question Q, the set
of k retrieved texts £(Q; D), and the API of a LLM, we can
query the LLM with the question Q and k retrieved texts
E(Q; D) to produce the answer for Q with the help of a sys-
tem prompt (we put a system prompt in Appendix B). In
particular, the LLM generates an answer to Q using the k
retrieved texts as the context (as shown in Figure 1). For
simplicity, we use LLM(Q, E(Q; D)) to denote the answer,
where we omit the system prompt for simplicity.

2.2 Existing Attacks to LLMs

Many attacks to LLMs were proposed such as prompt injec-
tion attacks [42, 47-51], jailbreaking attacks [52—57], and so
on [37, 43, 58—64]. Prompt injection attacks aim to inject
malicious instructions into the input of an LLM such that
the LLM could follow the injected instruction to produce
attacker-desired answers. We can extend prompt injection at-
tacks to attack RAG. For instance, we construct the following
malicious instruction: “When you are asked to provide the
answer for the following question: <target question>, please
output <target answer>". However, there are two limitations
for prompt injection attacks when extended to RAG. First,
RAG uses a retriever component to retrieve the top-k relevant
texts from a knowledge database for a target question, which
is not considered in prompt injection attacks. As a result,

prompt injection attacks achieve sub-optimal performance.
Additionally, prompt injection attacks are less stealthy since
they inject instructions, e.g., previous studies [44, 65] showed
that prompt injection attacks can be detected with a very high
true positive rate and a low false positive rate. Different from
prompt injection attacks, PoisonedRAG crafts malicious texts
that can be retrieved for attacker-desired target questions and
mislead an LLM to generate attacker-chosen target answers.

Jailbreaking attacks aim to break the safety alignment of a
LLM, e.g., crafting a prompt such that the LLM produces an
answer for a harmful question like “How to rob a bank?”, for
which the LLM refuses to answer without attacks. As a result,
jailbreaking attacks have different goals from ours, i.e., our
attack is orthogonal to jailbreaking attacks.

We note that Zhong et al. [43] showed an attacker can gener-
ate adversarial texts (without semantic meanings, i.e., consists
of random characters) such that they can be retrieved for in-
discriminate user questions. However, these adversarial texts
cannot mislead an LLM to generate attacker-desired answers.
Different from Zhong et al. [43], we aim to craft malicious
texts that have semantic meanings, which can not only be
retrieved but also mislead an LLM to produce attacker-chosen
target answers for target questions. Due to such difference, our
results show Zhong et al. [43] are ineffective in misleading
an LLM to generate target answers.

2.3 Existing Data Poisoning Attacks

Many studies [37, 66—74] show machine learning models
are vulnerable to data poisoning and backdoor attacks. In
particular, they showed that a machine learning model has
attacker-desired behaviors when trained on the poisoned train-
ing dataset. When extended to RAG systems, they compro-
mise an LLM or a retriever, which can be challenging when
a RAG system adopts an LLM or a retriever released by big
tech companies such as Meta and Google. Different from
existing studies [37, 66, 67, 70], our attacks do not poison the
training dataset of a LLM or a retriever. Instead, our attacks
exploit the new and practical attack surface introduced by
knowledge databases of RAG systems.

3 Problem Formulation

3.1 Threat Model

We characterize the threat model with respect to the attacker’s
goals, background knowledge, and capabilities.

Attacker’s goals. Suppose an attacker selects an arbitrary
set of M questions (called target questions), denoted as
01,0, -+ ,0pm. For every target question Q;, the attacker
selects an arbitrary attacker-desired answer R; (called target
answer) for it. For instance, the target question Q; could be
“Who is the CEO of OpenAlI?” and the target answer R; could
be “Tim Cook”. Given the M selected target questions and the
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corresponding M target answers, we consider that an attacker
aims to corrupt the knowledge database D such that the LLM
in a RAG system generates the target answer R; for the target
question Q;, where i = 1,2,--- M.

We note that such an attack could cause severe concerns
in the real world. For instance, an attacker could disseminate
disinformation, mislead an LLM to generate biased answers
on consumer products, and propagate harmful health/financial
misinformation. These threats bring serious safety and ethical
concerns for the deployment of RAG systems for real-world
applications in healthcare, finance, legal consulting, etc.
Attacker’s background knowledge and capabilities. There
are three components in a RAG system: database, retriever,
and LLM. We consider that an attacker cannot access texts in
a knowledge database, and cannot access the parameters nor
query the LLM. Depending on whether the attacker knows
the retriever, we consider two settings: black-box setting and
white-box setting. In particular, in the black-box setting, we
consider that the attacker cannot access the parameters nor
query the retriever. Our black-box setting is considered a
very strong threat model. For the white-box setting, we con-
sider the attacker can access the parameters of the retriever.
We consider the white-box setting for the following reasons.
First, this assumption holds when a publicly available re-
triever is adopted. For instance, ChatRTX [22] is a real-world
RAG framework released by NVIDIA. By default, it uses
WherelsAI/UAE-Large-V1 retriever [75], which is publicly
available on Hugging Face [76]. Second, it enables us to sys-
tematically evaluate the security of RAG under an attacker
with strong background knowledge, which is well aligned
with Kerckhoffs’ principle' [77] in the security field.

We assume an attacker can inject N malicious texts for
each target question Q; into a knowledge database . We use
Pl-J to denote the jth malicious text for the question Q;, where
i=1,2,---,M and j = 1,2,--- ,N. For instance, when the
knowledge database is collected from Wikipedia, an attacker
could maliciously edit Wikipedia pages to inject attacker-
chosen texts. A recent study [37] showed that it is possible to
maliciously edit 6.5% (conservative analysis) of Wikipedia
documents. Our attack can achieve a high ASR with a few
texts (hundreds of tokens in total). So, maliciously editing a
few Wikipedia documents would be sufficient.

3.2 Knowledge Corruption Attack to RAG

Under our threat model, we formulate knowledge corruption
attacks to RAG as a constrained optimization problem. In
particular, our goal is to construct a set of malicious texts
r={P/|li=1,2,---,M,j=1,2,--- ,N} such that the LLM
in a RAG system produces the target answer R; for the target
question Q; when utilizing the k texts retrieved from the cor-
rupted knowledge database DUT as the context. Formally,

Kerckhoffs’ Principle states that the security of a cryptographic system
shouldn’t rely on the secrecy of the algorithm.

we have the following optimization problem:

1 M
max - ‘E{H(LLM(QZ‘QZ:(Qﬁ@UF)) =Ri), 2

s.t., £(Qi; DUT) = RETRIEVE(Q;, fo, fr, DUT), (3)
izlaza"'aM7 (4)

where I(+) is the indicator function whose output is 1 if the
condition is satisfied and 0 otherwise, and £(Q;; DUT) is a
set of k texts retrieved from the corrupted knowledge database
DUT for the target question Q;. The objective function is
large when the answer produced by the LLM based on the k
retrieved texts for the target question is the target answer.

4 Design of PoisonedRAG

4.1 Deriving Two Necessary Conditions for an
Effective Knowledge Corruption Attack

We aim to generate N malicious texts for each of the M
target questions. Our idea is to generate each malicious
text independently. In particular, given a target question Q
(e.g., O = 01,02, -+ ,0pn) and target answer R (e.g., R =
Ri,R;,--- ,Ry), PoisonedRAG aims to craft a malicious text
P for Q such that an LLM in RAG is very likely to generate
R when P is injected into the knowledge database of RAG,
where R=R; when Q= Q; (i=1,2,--- ,M). Next, we derive
two conditions that each malicious text P needs to satisfy.
Deriving two conditions for each malicious text P. To craft
a malicious text P that could lead to an effective attack for a
target question O, we need to achieve two conditions, namely
retrieval condition and generation condition, for the malicious
text P. Our two conditions are derived from the optimization
problem in Equations 2 - 4, respectively.

From Equation 3, we know the malicious text P needs to
be in the set of top-k retrieved texts of the target question
0,ie., P € E(Q;DUT). Otherwise, P cannot influence the
answer generated by the LLM for Q. To ensure P is retrieved
for Q, the embedding vectors produced by a retriever for the
malicious text P and the target question Q should be similar.
We call this condition retrieval condition.

From Equation 2, the attacker aims to make the LLM gen-
erate the target answer R for the target question Q when the
malicious text P is in the set of top-k retrieved texts for Q. To
reach the goal, our insight is that the LLM should generate
the target answer R when P alone is used as the context for
the target question Q. As a result, when P is used as the con-
text with other texts (e.g., malicious or clean texts), the LLM
is more likely to generate the target answer R for the target
question Q. We call this condition generation condition.

Therefore, to ensure the attack is effective, the malicious
text P needs to satisfy the above two conditions simultane-
ously. Next, we discuss details on crafting P.
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Figure 2: Overview of PoisonedRAG. Given a target question and target answer, PoisonedRAG crafts a malicious text.
When the malicious text is injected into the knowledge database, the LLM in RAG generates the target answer for the
target question. Table 24 - 26 in Appendix shows more examples of target questions/answers and malicious texts.

4.2 Crafting Malicious Texts to Achieve the
Two Derived Conditions

We aim to craft a malicious text P to simultaneously achieve
the two derived conditions. The key challenge in crafting P to
simultaneously achieve the two conditions is that they could
be conflicted in certain cases. For instance, if we craft the
malicious text P such that it is extremely semantically similar
to the target question Q, (e.g., let P be the same as the target
question Q), then we could achieve the retrieval condition
but may not achieve the generation condition. To address the
challenge, our idea is to decompose the malicious text P into
two disjoint sub-texts S and I, where P = S@ [ and & is the
text concatenation operation. We then craft S and 7 to achieve

the retrieval condition and generation condition, respectively.

In particular, we first craft  such that it could achieve the
generation condition, i.e., when [ is used as the context for
the target question Q, the LLM would generate the target
answer R. Given I, we further craft S to achieve the retrieval
condition while maintaining the generation condition, i.e., the
final malicious text P = S @[ achieves the two conditions
simultaneously. To reach the goal, we aim to craft S such that
1) S&1 is semantically similar to the target question Q, and
2) it would not influence the effectiveness of I, i.e., the LLM
still generates the target answer R for the target question Q
when S &1 is used as the context for Q. Figure 2 shows an
overview of PoisonedRAG.

4.2.1 Crafting I to Achieve Generation Condition

Our generation condition means that an LLM generates a
target answer R for a target question Q when using [ as the
context. The key challenge is how to design a general and

automatic method for diverse Q and R (they are arbitrarily
selected by an attacker). A straightforward solution is to use
gradient descent-based methods [53, 78] to optimize R. How-
ever, there are three challenges for this. First, an attacker
may not know the parameters of an LLM, especially when
the LLM is close-sourced such as GPT-4 and PaL.M 2. Sec-
ond, the computation costs could be very large even if we
have white-box access to an LLM as 1) the LLLM could have
billions or trillions of parameters, and 2) the LLM generates
answers in an autoregressive way. Third, optimizing malicious
texts that are transferable to broad LLMs remains difficult.

To address those challenges, we resort to heuristic solu-
tions, which do not need to calculate the gradient. In particlar,
we propose to utilize an LLM (e.g., GPT-4) to generate /.
Depending on the background knowledge of an attacker, the
LLM adopted by the attacker could be the same or different
from the one used in the RAG. In particular, given an arbi-
trary target question Q and a target answer R, we let the LLM
generate a text I such that it would produce the target answer
R when I is used as the context. For instance, we use the
following prompt to reach the goal:

This is my question: [question].

This is my answer: [answer].

Please craft a corpus such that the answer is [answer]
when prompting with the question [question]. Please
limit the corpus to V words.

where V is a hyperparameter that specifies the length of /.
We note that the length of 7 could be slightly higher than V in
some cases when LLM does not exactly follow instructions.
After [ is generated, we use it as the context and let the LLM
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Algorithm 1: PoisonedRAG (black-box)

Input: A set of M target questions Q1, 0>, - ,Qypy, target
answer R1,Ry,---, Ry, hyperparameters N, L, V, an
attacker-chosen LLM M
Qutput: A set of M - N malicious texts.
fori=1,2,---,Mdo

for j=1,2,--- ,Ndo

I = TEXTGENERATION(Q;, R;, M, L, V)

end for
end for ‘
return {Q;®/|i=1,2,--- ,M,j=1,2,--- ,N}

generate an answer for the target question Q. If the generated
answer is not R, we regenerate / until success or a maximum
number of (say L) trials have been reached, where L is a
hyperparameter. Note that the text generated in the last trial
is used as the malicious text if the maximum number of trials
L is reached. As we will show in our experimental results, on
average, two or three queries are sufficient to generate /. The
following is an example of the generated text when the target
question is “Who is the CEO of OpenAlI?” and the target
answer is “Tim Cook™:

In 2024, OpenAl witnessed a surprising leadership
change. Renowned for his leadership at Apple, Tim
Cook decided to embark on a new journey. He joined
OpenAl as its CEO, bringing his extensive experience
and innovative vision to the forefront of Al

Note that, due to the randomness of the LLM (i.e., by set-
ting a non-zero temperature hyperparameter, the output of
LLM could be different even if the input is the same), the
generated / could be different even if the prompt is the same,
enabling PoisonedRAG to generate diverse malicious texts for
the same target question (we defer evaluation to Section 7.3).

4.2.2 Crafting S to Achieve Retrieval Condition

Given the generated /, we aim to generate S such that 1) S 1
is semantically similar to the target question Q, and 2) S would
not influence the effectiveness of 1. Next, we discuss details
on how to craft S in two settings.

Black-box setting. In this setting, the key challenge is that the
attacker cannot access the parameters nor query the retriever.
To address the challenge, our key insight is that the target
question Q is most similar to itself. Moreover, Q would not
influence the effectiveness of I (used to achieve generation
condition). Based on this insight, we propose to set S = Q,
i.e., P = Q®I. We note that, though our designed S is simple
and straightforward, this strategy is very effective as shown
in our experimental results and easy to implement in practice.
Thus, this strategy could serve as a baseline for future studies
on developing more advanced knowledge corruption attacks.

White-box setting. When an attacker has white-box access
to the retriever, we could further optimize S to maximize the
similarity score between S @I and Q. Recall that there are
two encoders, i.e., fp and fr, we aim to optimize S such
that the embedding vector produced by fp for Q is similar
to that produced by fr for S & I. Formally, we formulate the
following optimization problem:

S= argmax Sim(fo(Q), fr(S'&1)), o)

where Sim(-,-) calculates the similarity score of two embed-
ding vectors. As a result, the malicious text P = S & [ would
have a very large similarity score with Q. Thus, P is very
likely to appear in the top-k retrieved texts for the target ques-
tion Q. To solve the optimization problem in Equation 5, we
could use the target question Q to initialize S and then use gra-
dient descent to update S to solve it. Essentially, optimizing S
is similar to finding an adversarial text. Many methods [78—
83] have been proposed to craft adversarial texts. Thus, we
could utilize those methods to solve Equation 5. Note that
developing new methods to find adversarial texts is not the
focus of this work as they are extensively studied.

We notice some methods (e.g., synonym substitution based
methods) can craft adversarial texts and maintain the semantic
meanings as well. With those methods, we could also update
I to ensure its semantic meaning being preserved. That is,
we aim to optimize $*,I* = argmaxg ; fo(Q)7 - fr(S'@I'),
where §" and I’ are initialized with Q and I (generated in
Section 4.2.1), respectively. The final malicious text is S* G I*.
Our method is compatible with any existing method to craft
adversarial texts, thus it is very general. In our experiments,
we explore different methods to generate adversarial texts.
Our results show PoisonedRAG is consistently effective.
Complete algorithms. Algorithms | and Algorithm 2 (in
Appendix) show the complete algorithms for PoisonedRAG
in the black-box and white-box settings. The function
TEXTGENERATION utilizes an LLM to generate a text such
that the LLM would generate the target answer R; for the tar-
get question Q; when using the generated text as the context.

5 Evaluation

5.1 Experimental Setup

Datasets. We use three benchmark question-answering
datasets in our evaluation: Natural Questions (NQ) [38],
HotpotQA [39], and MS-MARCO [40], where each dataset
has a knowledge database. The knowledge databases of NQ
and HotpotQA are collected from Wikipedia, which contains
2,681,468 and 5,233,329 texts, respectively. The knowledge
database of MS-MARCO is collected from web documents
using the MicroSoft Bing search engine [84], which contains
8,841,823 texts. Each dataset also contains a set of questions.
Table 14 (in Appendix) shows statistics of datasets.
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RAG Setup. Recall the three components in RAG: knowl-
edge database, retriever, and LLM. Their setups are as below:
* Knowledge database. We use the knowledge database
of each dataset as that for RAG, i.e., we have 3 knowl-
edge databases in total.

¢ Retriever. We consider three retrievers: Contriever [32],
Contriever-ms (fine-tuned on MS-MARCO) [32], and
ANCE [33]. Following previous studies [14, 43], by de-
fault, we use the dot product between the embedding vec-
tors of a question and a text in the knowledge database
to calculate their similarity score. We will also study the
impact of this factor in our evaluation.

e LLM. We consider PalLM 2 [3], GPT-4 [2], GPT-3.5-
Turbo [1], LLaMA-2 [41] and Vicuna [85]. The system
prompt used to let an LLM generate an answer for a ques-
tion can be found in Appendix B. We set the temperature
parameter of LLM to be 0.1.

Unless otherwise mentioned, we adopt the following de-
fault setting. We use the NQ knowledge database and the
Contriever retriever. Following previous study [14], we re-
trieve 5 most similar texts from the knowledge database as the
context for a question. Moreover, we calculate the dot product
between the embedding vectors of a question and each text
in the knowledge database to measure their similarity. We
use PalLM 2 as the default LLM as it is very powerful (with
540B parameters) and free of charge, enabling us to conduct
systematic evaluations. We will evaluate the impact of each
factor on our knowledge corruption attacks.

Target questions and answers. PoisonedRAG aims to make
RAG produce attacker-chosen target answers for attacker-
chosen target questions. Following the evaluation of previous
studies [70, 86—88] on targeted poisoning attacks, we ran-
domly select some target questions in each experiment trial
and repeat the experiment multiple times. In particular, we
randomly select 10 close-ended questions from each dataset
as the target questions. Moreover, we repeat the experiments
10 times (we exclude questions that are already selected when
repeating the experiment), resulting in 100 target questions in
total. We select close-ended questions (e.g., “Who is the CEO
of OpenAlI?") rather than open-ended questions (we defer the
discussion on open-ended questions to Section 8) because we
aim to quantitatively evaluate the effectiveness of our attacks
since close-ended questions have specific, factual answers.
In Appendix A, we show a set of selected target questions.
For each target question, we use GPT-4 to randomly generate
an answer that is different from the ground truth answer of
the target question. We manually check each generated target
answer and regenerate it if it is the same as the ground truth
answer. Without attacks, the LLM in RAG could correctly
provide answers for 70% (NQ), 80% (HotpotQA), and 83%
(MS-MARCO) target questions under the default setting.
Evaluation metrics. We use the following metrics:

¢ Attack Success Rate (ASR) . We use the ASR to mea-

sure the fraction of target questions whose answers are

the attacker-chosen target answers. Following previous
studies [89, 90], we say two answers are the same for
a close-ended question when the target answer is a sub-
string of the generated one by an LLM under attacks
(called substring matching). We don’t use Exact Match
because it is inaccurate, e.g., it views “Sam Altman” and
“The CEO of OpenAl is Sam Altman” as different an-
swers to the question “Who is the CEO of OpenAI?". We
use human evaluation (conducted by authors) to validate
the substring matching method. We find that substring
matching produces similar ASRs as human evaluation
(Table 2 shows the comparison).
Precision/Recall/F1-Score. PoisonedRAG injects N
malicious texts into the knowledge database for each
target question. We use Precision, Recall, and FI-Score
to measure whether those injected malicious texts are
retrieved for the target questions. Recall that RAG re-
trieves top-k texts for each target question. Precision is
defined as the fraction of malicious texts among the top-
k retrieved ones for the target question. Recall is defined
as the fraction of malicious texts among the N malicious
ones that are retrieved for the target question. F1-Score
measures the tradeoff between Precision and Recall, i.e.,
F1-Score = 2 - Precision - Recall/(Precision + Recall).
We report average Precision/Recall/F1-Score over differ-
ent target questions. A higher Precision/Recall/F1-Score
means more malicious texts are retrieved.

#Queries. PoisonedRAG utilizes an LLM to generate
the text 7 to satisfy the generation condition. We report
the average number of queries made to an LLM to gen-
erate each malicious text.

Runtime. In both white-box and black-box settings,
PoisonedRAG crafts S such that malicious texts are
more likely to be retrieved for the target questions.
PoisonedRAG is more efficient when the runtime is less.
In our evaluation, we also report the average runtime in
generating each malicious text.

Compared baselines. To the best of our knowledge, there is
no existing attack that aims to achieve our attack goal. In re-
sponse, we extend other attacks [42, 43, 47-49] to LLM to our
scenario. In particular, we consider the following baselines:

* Naive Attack. Given a question Q, if we view Q as the
malicious text, it will likely be retrieved. We compare
with this attack to demonstrate that the generation condi-
tion is necessary for knowledge corruption attacks.

* Prompt Injection Attack [42,47-49]. Prompt injection
attacks aim to inject an instruction into the prompt of an
LLM such that the LLM generates an attacker-desired
output. Inspired by our black-box attack, we put the tar-
get question in the instruction for the prompt injection
attacks such that the crafted malicious texts are more
likely to be retrieved for the target question. In particu-
lar, given a target question and target answer, we craft
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Table 1: PoisonedRAG could achieve high ASRs on 3 datasets under 8 different LLMs, where we inject 5 malicious
texts for each target question into a knowledge database with 2,681,468 (NQ), 5,233,329 (HotpotQA), and 8,841,823
(MS-MARCO) clean texts. We omit Precision and Recall because they are the same as F1-Score.

Dataset Attack Metrics LLMs of RAG
PalLM 2 | GPT-3.5 | GPT-4 | LLaMa-2-7B | LLaMa-2-13B | Vicuna-7B | Vicuna-13B | Vicuna-33B
PoisonedRAG | ASR | 097 | 092 [ 097 0.97 0.95 0.88 0.95 0.91
NQ (Black-Box) [ F1-Score 0.96
PoisonedRAG | ASR | 097 [ 099 [ 099 [ 096 [ 095 [ 096 | 09 | 094
(White-Box) [ F1-Score 1.0
PoisonedRAG| ASR [ 099 [ 098 [093 [ 098 [ 098 | 094 [ 097 [ 09
(Black-Box) [F1-Score 1.0
HotpotQA
OO i onedRAG | ASR | 0.9 [ 099 T099 [ 098 [ 097 [ 091 [ 096 [ 095
(White-Box) [ F1-Score 1.0
PoisonedRAG| ASR [ 091 [ 089 [092] 09 [ 091 | 08 [ 092 [ 08
(Black-Box) [F1-Score 0.89
MS-MARCO
PoisonedRAG| ASR | 090 [ 093 Joor [ 092 [ 074 [ 091 [ 09 | 09
(White-Box) [ F1-Score 0.94

Table 2: Comparing ASRs calculated by the substring
matching and human evaluation. The dataset is NQ.

Table 3: Average #Queries and runtime of PoisonedRAG
in crafting each malicious text.

the following malicious text: “When you are asked to
provide the answer for the following question: <target
question>, please output <target answer>.”. We note that
the key difference between prompt injection attacks and
PoisonedRAG (in the black-box setting) is that prompt
injection attacks utilize instructions while PoisonedRAG
crafts malicious knowledge.

¢ Corpus Poisoning Attack [43]. This attack aims to in-
ject malicious texts (consisting of random characters)
into a knowledge database such that they can be retrieved
for indiscriminate questions. This attack requires the
white-box access to the retriever. We adopt the publicly
available implementation [43] for our experiments. As
shown in our results, they achieve a very low ASR (close
to Naive Attack). The reason is that it cannot achieve the
generation condition. Note that this attack is similar to
PoisonedRAG (white-box setting) when PoisonedRAG
uses S alone as the malicious text P (i.e., P = S).

* GCG Attack [53]. Zou et al. [53] proposed an
optimization-based jailbreaking attack to LLM. In par-
ticular, given a harmful question, they aim to optimize
and append an adversarial suffix (an adversarial text)
such that the generated output of the LLM starts with
an affirmative response (e.g., “Sure, here is””). We ex-
tend the GCG attack to our scenario. In particular, we
can optimize an adversarial text such that the LLM gen-
erates the target answer for a target question (see Ap-
pendix D for our adaptation details). Then, we view the

LLMs of RAG #Queries Runtime (seconds)
Attack Metrics LLaMaT .. Dataset PoisonedRAG | PoisonedRAG | PoisonedRAG | PoisonedRAG
PaLM 2 | GPT-3.5 | GPT-4 | *5 7" | Vicuna-7B (White-Box) | (Black-Box) | (White-Box) | (Black-Box)
Poi IRAG Substring 0.97 0.92 0.97 0.97 0.88 NQ 1.62 1.62 26.12 1.45x107°
01S0one:
Human HotpotQA 1.24 1.24 26.01 1.17 x 107°
Black-Box oo 0.98 0.87 0.92 0.96 0.86
¢ ) Evaluation MS-MARCO 2.69 2.69 25.88 1.20x 10 °
. Substring | 0.97 0.99 0.99 0.96 0.96
PoisonedRAG Human
(White-Box) | gyajuation 1.0 0.98 0.93 0.92 0.88

optimized adversarial text as a malicious text and inject it
into the knowledge database. Our results show that GCG
achieves a very low ASR (close to Naive Attack). The
reason is that it cannot achieve the retrieval condition.

¢ Disinformation Attack [91, 92]. The crafted I (to
achieve the generation condition) by PoisonedRAG for a
target question can be viewed as disinformation [91, 92].
Thus, we compare with this baseline where we view the
crafted / as a malicious text, i.e., P = I. This baseline
can be viewed as a variant of PoisonedRAG.

Note that, for a fair comparison, we also craft N malicious
texts for each target question for baselines. Existing base-
lines are not designed to simultaneously achieve retrieval and
generation conditions, resulting in sub-optimal performance.

Hyperparameter setting. Unless otherwise mentioned, we
adopt the following hyperparameters for PoisonedRAG. We
inject N = 5 malicious texts for each target question. Recall
that, in both black-box and white-box attacks, we use an LLM
to generate /. We use GPT-4 in our experiment, where the
temperature parameter is set to be 1. Moreover, we set the
maximum number of trials L = 50 when using LLM to gener-
ate /. We set the length of / to be V = 30. In our white-box
attack, we use HotFlip [78], a state-of-the-art method to craft
adversarial texts, to solve the optimization problem in Equa-
tion 5. We will conduct a systematic evaluation on the impact
of these hyperparameters on PoisonedRAG.
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5.2 Main Results

PoisonedRAG achieves high ASRs and F1-Score. Table |
shows the ASRs of PoisonedRAG under black-box and white-
box settings. We have the following observations from the
experimental results. First, PoisonedRAG could achieve high
ASRs on different datasets and LLMs under both white-box
and black-box settings when injecting 5 malicious texts for
each target question into a knowledge database with millions
of texts. For instance, in the black-box setting, PoisonedRAG
could achieve 97% (on NQ), 99% (on HotpotQA), and 91%
(on MS-MARCO) ASRs for RAG with PaLM 2. Our experi-
mental results demonstrate that RAG is extremely vulnerable
to our knowledge corruption attacks. Second, PoisonedRAG
achieves high F1-Scores under different settings, e.g., larger
than 90% in almost all cases. The results demonstrate that the
malicious texts crafted by PoisonedRAG are very likely to be
retrieved for target questions, which is also the reason why
PoisonedRAG could achieve high ASRs. Third, in most cases,
PoisonedRAG is more effective in the white-box setting com-
pared to the black-box setting. This is because PoisonedRAG
can leverage more knowledge of the retriever in the white-box
setting, and hence the crafted malicious text has a larger simi-
larity with a target question and is more likely to be retrieved,
e.g., the F1-Score of the PoisonedRAG under the white-box
setting is higher than that of the black-box setting. We note
that PoisonedRAG achieves better ASRs in the black-box set-
ting than the white-box setting in some cases. We suspect
there are two reasons. First, HotFlip (used to craft adversarial
texts in the white-box setting) slightly influences the seman-
tics of malicious texts in these cases. Second, prepending a
target question could also contribute to the generation condi-
tion, making the black-box attack more effective when most
of the malicious texts are retrieved (i.e., F1-Score is high).
Our substring matching metric achieves similar ASRs to
human evaluation. We use substring matching to calculate
ASR in our evaluation. We conduct a human evaluation to
validate such a method, where we manually check whether
an LLM in RAG produces the attacker-chosen target answer
for each target question. Table 2 shows the results. We find
that ASR calculated by substring matching is similar to that
of human evaluation, demonstrating the reliability of the sub-
string matching evaluation metric. We note that it is still an
open challenge to develop a perfect metric.

PoisonedRAG is computationally efficient. Table 3 shows
the average #Queries and runtime of PoisonedRAG. We have
two key observations. First, on average, PoisonedRAG only
needs to make around 2 queries to the GPT-4 to craft each
malicious text. Second, it takes far less than 1 second for
PoisonedRAG to optimize the malicious text in the black-box
setting. The reason is that PoisonedRAG directly concate-
nates the text generated by an LLM and the target question to
craft a malicious text. Further, it takes less than 30 seconds
to optimize each malicious text in the white-box setting. We
note that PoisonedRAG could craft malicious texts in parallel.

Table 4: PoisonedRAG outperforms baselines.

Metrics
Datas Attack
ataset ttac ASR [ FiScore
Naive Attack 0.03 1.0

Corpus Poisoning Attack | 0.01 0.99
Disinformation Attack 0.69 0.48
NQ Prompt Injection Attack | 0.62 0.73
GCG Attack 0.02 0.0
PoisonedRAG (Black-Box) | 0.97 0.96
PoisonedRAG (White-Box) | 0.97 1.0

Naive Attack 0.06 1.0
Corpus Poisoning Attack | 0.01 1.0
Disinformation Attack 1.0 0.99

HotpotQA Prompt Injection Attack | 0.93 0.99
GCG Attack 0.01 0.0

PoisonedRAG (Black-Box) | 0.99 1.0

PoisonedRAG (White-Box) | 0.94 1.0

Naive Attack 0.02 1.0

Corpus Poisoning Attack | 0.03 0.97

Disinformation Attack 0.57 0.36

MS-MARCO | Prompt Injection Attack | 0.71 0.75

GCG Attack 0.02 0.0
PoisonedRAG (Black-Box) | 0.91 0.89
PoisonedRAG (White-Box) | 0.90 0.94

Table 5: Impact of retriever in RAG on PoisonedRAG.

Contriever Contriever-ms ANCE
Dataset Attack

ASR | F1-Score | ASR | F1-Score | ASR | F1-Score

PoisonedRAG

(Black-Box) 0.97 0.96 | 0.96 0.98 0.95 0.96

NQ PoisonedRAG

(White-Box) 0.97 1.0 0.97 1.0 0.98 0.97

PoisonedRAG

Hotpot | (Black-Box) 0.99 1.0 1.0 1.0 1.0 1.0

QA PoisonedRAG

(White-Box) 0.94 1.0 0.95 1.0 1.0 1.0

PoisonedRAG

MS- (Black-Box) 0.91 0.89 10.83 0.91 0.87 | 091

MARCO | PoisonedRAG

(White-Box) 0.90 094 1093 0.99 0.87 0.90

PoisonedRAG outperforms baselines. Table 4 compares
PoisonedRAG with baselines under the default setting. We
have the following observations. First, PoisonedRAG out-
performs those baselines, demonstrating the effectiveness of
PoisonedRAG. The reason is that those baselines are not de-
signed to simultaneously achieve retrieval and generation con-
ditions. Second, prompt injection attack also achieves a non-
trivial ASR, although it is worse than PoisonedRAG. The rea-
son is that, inspired by PoisonedRAG in the black-box setting,
we also add the target question to the malicious texts crafted
by prompt injection attacks. As a result, some malicious texts
crafted by prompt injection attacks could be retrieved for the
target questions as reflected by a non-trivial F1-Score. As
LLMs are good at following instructions, prompt injection
attack achieves a non-trivial ASR. Note that the key differ-
ence between PoisonedRAG and prompt injection attack is
that PoisonedRAG relies on malicious knowledge instead of
instructions to mislead LLMs. Third, the disinformation at-
tack (a variant of PoisonedRAG) also achieves a non-trivial
ASR as some crafted malicious texts by this attack can also
be retrieved (reflected by a non-trivial F1-Score). The reason
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Figure 3: Impact of & for PoisonedRAG on NQ. Figures 11, 12 (in Appendix) show results of other datasets.

Table 6: Impact of similarity metric.

Dataset Attack Dot Product Cosine
ASR | F1-Score | ASR | F1-Score
NQ PoisonedRAG (Black-Box) | 0.97 0.96 0.99 0.96
PoisonedRAG (White-Box) | 0.97 1.0 0.97 0.92
PoisonedRAG (Black-Box) | 0.99 1.0 1.0 1.0
HotpotQA
OOIQA i oncdRAG (White-Box) | 004 | 1.0 [ 096 | 1.0
PoisonedRAG (Black-Box) | 0.91 0.89 0.93 0.93
MS-MARCO

PoisonedRAG (White-Box) | 0.90 0.94 0.83 0.76

is that those malicious texts are relevant to the target question.
Fourth, Naive Attack, Corpus Poisoning Attack, and GCG
Attack are ineffective because they cannot achieve generation,
generation, and retrieval condition, respectively.

5.3 Ablation Study

We study the impact of hyperparameters on PoisonedRAG.
For space reasons, we defer the results for different LLMs
used in RAG to Appendix G.

5.3.1 Impact of Hyperparameters in RAG

Impact of retriever. Table 5 shows the effectiveness of
PoisonedRAG for different retrievers under the default setting.
Our results demonstrate that PoisonedRAG is consistently ef-
fective for different retrievers. PoisonedRAG is effective in
the black-box setting because the crafted malicious texts are
semantically similar to the target questions. Thus, they are
very likely to be retrieved for the target questions by different
retrievers, e.g., F1-Score is consistently high.

Impact of k. Figure 3 shows the impact of k. We have the
following observations. First, ASR of PoisonedRAG is high
when k < N (N = 5 by default). The reason is that most of
the retrieved texts are malicious ones when k < N, e.g., Preci-
sion (measure the fraction of retrieved texts that are malicious
ones) is very high and Recall increases as k increases. When
k > N, ASR (or Precision) decreases as k increases. The rea-
son is that (k — N) retrieved texts are clean ones as the total
number of malicious texts for each target question is N. Note
that Recall is close to 1 when k& > N, which means almost all
malicious texts are retrieved for target questions.

Impact of similarity metric. Table 6 shows the results when
we use different similarity metrics to calculate the similarity
of embedding vectors when retrieving texts from a knowledge
database for a question. We find that PoisonedRAG achieves
similar results for different similarity metrics in both settings.

Impact of LLMs. Table 1 also shows the results of
PoisonedRAG for different LLMs in RAG. We find that
PoisonedRAG consistently achieves high ASRs. We also
study the impact of the temperature hyperparameter of the
LLM in RAG on PoisonedRAG. Table 18 in Appendix shows
the results when setting a large temperature, which demon-
strate that the effectiveness of PoisonedRAG is unaffected by
the randomness in the decoding process of the LLM.

5.3.2 Impact of Hyperparameters in PoisonedRAG
Impact of N. Figure 4 shows the impact of N. We have the
following observations. First, ASR increases as N increases
when N < k (k = 5 by default). The reason is that more ma-
licious texts are injected for each target question when N
is larger, and thus the retrieved texts for the target question
contain more malicious ones, e.g., Precision increases as N
increases and Recall is consistently high. When N > k, ASR
(or Precision) becomes stable and is consistently high. We
note that Recall decreases as N increases when N > k. The
reason is that at most k malicious texts could be retrieved.
F1-Score measures a tradeoff between Precision and Recall,
which first increases and then decreases.

Impact of length V in generating /. To achieve the genera-
tion condition, we use an LLM to generate / with length V (a
hyperparameter) such that RAG would generate an attacker-
chosen target answer for a target question. We study the im-
pact of V on the effectiveness of PoisonedRAG. Figure 15 - 17
(in Appendix) shows the experimental results. We find that
PoisonedRAG achieves similar ASR, Precision, Recall, and
F1-Score, which means PoisonedRAG is insensitive to V.
Impact of the number of trials L in generating /. Figure 5
shows the impact of number of trials L on PoisonedRAG for
NQ. We find that PoisonedRAG could achieve high ASRs
even when L = 1 (i.e., one trial is made). As L increases, the
ASR first increases and then becomes saturated when L > 10.
Our experimental results demonstrate that a small L (i.e., 10)
is sufficient for PoisonedRAG to achieve high ASRs.
Impact of concatenation order of S and /. By default, we
concatenate S and / as S @I to craft a malicious text. We study
whether the concatenation order of S and / would influence
the effectiveness of PoisonedRAG. Table 7 shows the experi-
mental results, which demonstrate that PoisonedRAG is also
effective when we change their order.

The effectiveness of each attack component. The effective-
ness of our PoisonedRAG depends on 1) whether malicious
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Figure 5: Impact of the number of trials L in generating /.
Figures 9, 10 (in Appendix) show results of other datasets.

Table 7: Impact of the concatenation order of S and /.

Sol I1®S
D Attack
ataset tac ASR | F1-Score | ASR | F1-Score
NQ PoisonedRAG (Black-Box) | 0.97 0.96 0.96 0.95
PoisonedRAG (White-Box) | 0.97 1.0 0.95 1.0
PoisonedRAG (Black-Box) | 0.99 1.0 0.96 1.0
HotpotQA
OOIQA I onedRAG (White-Box) [ 004 | 1.0 [091] 1.0
PoisonedRAG (Black-Box) | 0.91 0.89 0.94 0.86
MS-MARCO
PoisonedRAG (White-Box) | 0.90 0.94 0.92 0.99

Table 8: Impact of adversarial example method on
PoisonedRAG in white-box setting.

Dataset HotFlip TextFooler
ASR | F1-Score | ASR | F1-Score

NQ 0.97 1.0 0.93 091

HotpotQA | 0.94 1.0 0.98 0.99

MS-MARCO | 0.90 0.94 0.84 0.84

texts are retrieved, and 2) whether the retrieved malicious texts
can make the LLM in RAG generate target answers. We inde-
pendently evaluate the effectiveness of each part. Table 16 (in
Appendix) shows the first part results, demonstrating most ma-
licious texts are retrieved for corresponding target questions.
To study the second part, we vary the number of malicious
texts (randomly selected) in the k retrieved texts. Table 17
(in Appendix) shows the results. As we can see, the ASR
increases as as the number of malicious texts increases. When
the number of malicious texts is small, the ASR does not reach
100%. We suspect the reason is that most of the k (k = 5 by
default) retrieved texts are clean ones, making the attack less
effective, i.e., the LLM could still generate answers based
on clean texts for some target questions. By contrast, when
the number of malicious texts is larger than 3 (most of the &
retrieved texts are malicious ones), the ASR is very high.

Impact of adversarial text generation methods in gener-
ating S to achieve retrieval condition. In the white-box
setting, PoisonedRAG can utilize any existing adversarial
text generation methods [78, 80] to optimize S in Equation 5.

By default, we use HotFlip [78]. Here we also evaluate the
effectiveness of PoisonedRAG when using TextFooler [80],
which replaces words with their synonyms to keep semantic
meanings. Table 8 shows the results, which demonstrate that
PoisonedRAG could achieve very high ASR and F1-Score
using both methods. We also compare the computational over-
head of the two methods in Table 22 (in Appendix). We find
that PoisonedRAG could incur higher computational over-
head using TextFooler. The reason is that TextFooler aims to
keep the semantic meaning when crafting adversarial texts
(e.g., using synonyms of words for replacement in optimizing
adversarial text). As a result, the candidate word space in each
iteration is smaller, which means more iterations are needed
for optimization, resulting in higher overhead. However, the
adversarial text crafted by TextFooler is more stealthy as it
keeps semantics. Our results demonstrate that there is a trade-
off between computational overhead and stealthiness.
Impact of the LLM in generating / to achieve generation
condition. By default, we use GPT-4 to generate / to achieve
the generation condition because it is very powerful. We
also evaluate whether PoisonedRAG could be effective when
using less powerful LLMs to generate 1. As those LLMs are
less powerful, we utilize in-context learning [1] to improve
the performance (we provide two demonstration samples to
the LLM, please see Appendix L for details). Table 9 shows
the experimental results under the default setting, which show
our PoisonedRAG is also effective when using less powerful
LLMs to generate I with in-context learning.

6 Evaluation for Real-world Applications

We evaluate PoisonedRAG for more sophisticated RAG
schemes and two real-world applications, including
Wikipedia-based ChatBot and LLM agents.

6.1 Advanced RAG Schemes

In our above experiment, we mainly focus on basic RAG.
However, the basic RAG scheme might be insufficient for
more complex real-world applications. To this end, many
advanced RAG schemes [31, 93-96] were proposed to im-
prove the performance of the basic RAG scheme. For ex-
ample, Asai et al. [31] introduced Self-RAG, which trains an
LLM that can adaptively use the retrieved contexts on-demand
and reflect on its own generations to enhance the factuality
and quality of generated answers. Yan et al. [93] proposed
CRAG, which uses a lightweight retrieval evaluator to assess
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Table 9: The effectiveness of PoisonedRAG when using less powerful LLMs to generate / to achieve generation condition.

Dataset Attack PalLM 2 GPT-3.5 LLaMa-2-7B Vicuna-7B
ASR | F1-Score | ASR | F1-Score | ASR | F1-Score | ASR | F1-Score
NQ PoisonedRAG (Black-Box) | 0.99 0.97 0.98 0.95 0.92 0.93 0.95 0.95

PoisonedRAG (White-Box) | 0.97

0.98 0.99 091 0.98 0.97 0.99

HotpotQA PoisonedRAG (Black-Box) | 0.97

0.99 1.00 0.96 0.99 0.98 1.00

PoisonedRAG (White-Box) | 0.96

0.96 1.00 0.97 1.00 0.99 1.00

MS-MARCO

PoisonedRAG (Black-Box) | 0.91 0.88

0.89 0.84 10.79 0.80 090 | 0.82

PoisonedRAG (White-Box) | 0.95 0.97

089 | 0.95 0.84 | 0.89 0921 0.95

Table 10: The effectiveness of PoisonedRAG under ad-
vanced RAG.

Self-RAG [31] CRAG [93]
ASR | F1-Score | ASR | F1-Score
PoisonedRAG (Black-Box) | 0.77 0.96 0.78 0.96
PoisonedRAG (White-Box) | 0.74 1.0 0.82 1.0

Dataset Attack

NQ

Hotpot | PoisonedRAG (Black-Box) | 0.87 1.0 0.76 1.0
QA [ PoisonedRAG (White-Box) [ 079 | 1.0 |070| 1.0

MS- PoisonedRAG (Black-Box) | 0.73 0.89 0.74 0.89
MARCO [ poisonedRAG (White-Box) | 0.75 | 094 |072| 094

the quality (e.g., relevance of retrieved texts to questions) of
retrieved contexts, thus enhancing the robustness and correct-
ness of RAG. Roughly speaking, their key idea is to enhance
the relevance of the retrieved texts and thus make the LLM
more likely to generate correct answers based on the retrieved
texts. We conduct experiments to evaluate the effectiveness
of PoisonedRAG for these advanced RAG schemes. Table 10
shows PoisonedRAG can achieve high ASRs, demonstrating
that those advanced RAG schemes are also vulnerable to our
PoisonedRAG. The reason is that the crafted malicious texts
are relevant to the target questions, making the LLM generate
incorrect answers based on malicious texts.

6.2 Wikipedia-based ChatBot

In our threat model, we consider an attacker can inject
malicious texts into a knowledge database collected from
Wikipedia by maliciously editing Wikipedia articles [37]. We
use a case study to evaluate the effectiveness of PoisonedRAG
in this scenario. We used the English Wikipedia dump from
Dec. 20, 2018 to create a knowledge database [13]. In par-
ticular, each English Wikipedia article (non-text parts are
removed) is split into disjoint texts of 100 words. The total
number of texts in the knowledge database is 21,015,324.
We create a ChatBot based on this knowledge database us-
ing the same system prompt as in Appendix B. We evaluate
whether our PoisonedRAG is effective for this large knowl-
edge database. We use the default setting of our previous
evaluation (in Section 5.1). We reuse the target questions
from our previous three datasets (i.e., NQ, HotpotQA, and
MS-MARCO) and inject five malicious texts for each target
question. Results in Table 11 show PoisonedRAG is effective
in this real-world scenario.

Table 11: PoisonedRAG is still effective in a real-world
scenario, where the knowledge database consists of
21,015,324 texts from Dec. 20, 2018 Wikipedia dump.

Dataset of
Target Questions Attack ASR | F1-Score

NQ PoisonedRAG (Black-Box) | 0.95 0.95
PoisonedRAG (White-Box) | 0.97 0.99
HotpotQA PoisonedRAG (Black-Box) | 1.0 1.0
PoisonedRAG (White-Box) | 0.94 1.0
MS-MARCO PoisonedRAG (Black-Box) | 0.94 0.95
PoisonedRAG (White-Box) | 0.91 0.98

6.3 LLM Agent

We also evaluate PoisonedRAG for LLM agents that interact
with an external environment to obtain information for a task.
We adopt the ReAct Agent framework [30], which combines
reasoning and acting with LLMs. Given a question-answering
task, the agent will perform a sequence of thought-action-
observation steps to solve the task. The action space consists
of two actions in our experiments: document retrieval and
task finishing. For document retrieval, the agent will retrieve
k documents from a knowledge database (i.e., interacting with
an environment to obtain information). For task finishing, the
agent finishes the question-answering task and outputs the fi-
nal answer. In each thought-action-observation step, the agent
first generates a thought and an action. The thought provides
a verbal reasoning processing for the next action (e.g., “I
need to search Chicago Fire Season 4 and find how many
episodes it has.”) to solve a task. Then, the agent takes the
generated action (e.g., “Search [Chicago Fire Season 4]”) to
obtain additional information (i.e., observation). Based on the
additional information, the agent performs the next thought-
action-observation step. This process is repeated until the task
is finished (output final answer for the question-answering
task) or a maximum number of steps is reached. We use the
open-sourced code [30] in our experiment. We use the default
setting of the previous evaluation and conduct the experiment
on NQ, HotpotQA and MS-MARCO datasets. Our black-box
attack achieves 0.72, 0.58, and 0.52 ASR, respectively.

7 Defenses

Many defenses [97-102] were proposed to defend against data
poisoning attacks that compromise the training dataset of a
machine learning model. However, most of them are not appli-
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Table 12: PoisonedRAG under paraphrasing defense.

w.0. defense with defense
Dataset Attack
ASR | F1-Score | ASR | F1-Score

NQ PoisonedRAG (Black-Box) | 0.97 0.96 0.87 0.83
PoisonedRAG (White-Box) | 0.97 1.0 0.93 0.94

PoisonedRAG (Black-Box) | 0.99 1.0 0.93 1.0

HotpotQA
PoisonedRAG (White-Box) | 0.94 1.0 0.86 1.0
PoisonedRAG (Black-Box) | 0.91 0.89 0.79 0.70
MS-MARCO

PoisonedRAG (White-Box) | 0.90 0.94 0.81 0.80

cable since PoisonedRAG does not compromise the training
dataset of an LLM. Another defense is to (manually) check
retrieved texts when observing generation error [103]. How-
ever, the generation error could also happen for many other
reasons, making this solution time-consuming and less practi-
cal. Thus, we generalize some widely used defenses against
attacks [44-46] to LLM to defend against PoisonedRAG.

7.1 Paraphrasing

Paraphrasing [44] was used to defend against prompt injec-
tion attacks [42, 48, 50, 51] and jailbreaking attacks [52—
57] to LLMs. We extend paraphrasing to defend against
PoisonedRAG. In particular, given a text, the paraphrasing de-
fense utilizes an LLM to paraphrase it. In our scenario, given
a question, we use an LLM to paraphrase it before retrieving
relevant texts from the knowledge database to generate an
answer for it. Recall that PoisonedRAG crafts malicious texts
such that they could be retrieved for a target question. For
instance, in the black-box setting, PoisonedRAG prepends
the target question to a text / to craft a malicious text. In
the white-box setting, PoisonedRAG optimizes a malicious
text such that a retriever produces similar feature vectors for
the malicious text and the target question. Our insight is that
paraphrasing the target question would change its structure.
For instance, when the target question is “Who is the CEO of
OpenAl?”. The paraphrased question could be “Who holds
the position of Chief Executive Officer at OpenAlI?”. As a re-
sult, malicious texts may not be retrieved for the paraphrased
target question. Note that we do not paraphrase texts in the
knowledge database due to high computational costs.

We conduct experiments to evaluate the effectiveness of
paraphrasing defense. In particular, for each target question,
we generate 5 paraphrased target questions using GPT-4,
where the prompt can be found in Appendix H. For each
paraphrased target question, we retrieve k texts from the cor-
rupted knowledge database (the malicious texts are crafted
for the original target questions using PoisonedRAG). Then,
we generate an answer for the paraphrased target question
based on the k retrieved texts. We adopt the same default
setting as that in Section 5 (e.g., k =5 and 5 injected ma-
licious texts for each target question). We report the ASR
and F1-Score (note that Precision and Recall are the same
as F1-Score under our default setting). ASR measures the

Black-Box
ROC (AUC = 0.30)

White-Box
ROC (AUC = 0.30)

TP Rate

0.0 0.2 0.8 1.0 0.0 0.2 0.8 1.0

0.4 0.6 0.4 0.6
FP Rate FP Rate

Figure 6: The ROC curves for PPL detection defense. The
dataset is NQ. The results for other two datasets are in
Figures 7 and 8 in Appendix.

fraction of paraphrased target questions whose answers are
the corresponding attacker-chosen target answers. F1-Score
is higher when more malicious texts designed for a target
question are retrieved for the corresponding paraphrased tar-
get questions. Table 12 shows our experimental results. We
find that PoisonedRAG could still achieve high ASRs and F1-
Score, which means paraphrasing defense cannot effectively
defend against PoisonedRAG.

7.2 Perplexity-based Detection

Perplexity (PPL) [104] is widely used to measure the quality
of texts, which is also utilized to defend against attacks to
LLMs [44-46]. A large perplexity of a text means it is of low
quality. We utilize perplexity to detect malicious texts. For
instance, in the white-box setting, PoisonedRAG utilizes ad-
versarial attacks to craft malicious texts, which may influence
the quality of malicious texts. Thus, a text with lower text
quality (i.e., high perplexity) is more likely to be malicious.
We calculate the perplexity for all clean texts in the database
as well as all malicious texts crafted by PoisonedRAG. In
our experiment, we use the c1100k_base model from OpenAl
tiktoken [105] to calculate perplexity.

Figure 6 shows the ROC curve as well as AUC. We find
that the false positive rate (FPR) is also very large when the
true positive rate (TPR) is very large. This means a large
fraction of clean texts are also detected as malicious texts
when malicious texts are detected, i.e., the perplexity values of
malicious texts are not statistically higher than those of clean
texts, which means it is very challenging to detect malicious
texts using perplexity. We suspect the reasons are as follows.
Recall that each malicious text P is the concatenation of S and
I,ie., P=S®I. The sub-text [ is generated by GPT-4, which
is of high quality. For PoisonedRAG in the black-box setting,
S is the target question, which is a normal text. As a result,
the text quality of the malicious text is normal. We find that
the AUC of PoisonedRAG in the white-box setting is slightly
larger than that in the black-box setting, which means the text
quality is influenced by the optimization but not substantially.

7.3 Duplicate Text Filtering

PoisonedRAG generates each malicious text independently
in both black-box and white-box settings. As a result, it
is possible that some malicious texts could be the same.
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Table 13: The effectiveness of PoisonedRAG under dupli-
cate text filtering defense.

w.o. defense with defense

Dataset Attack
ASR | F1-Score | ASR | F1-Score
NQ PoisonedRAG (Black-Box) | 0.97 0.96 0.97 0.96
PoisonedRAG (White-Box) | 0.97 1.0 0.97 1.0
HotpotQA PoisonedRAG (Black-Box) | 0.99 1.0 0.99 1.0
PoisonedRAG (White-Box) | 0.94 1.0 0.94 1.0
MS-MARCO PoisonedRAG (Black-Box) | 0.91 0.89 0.91 0.89

PoisonedRAG (White-Box) | 0.90 0.94 0.90 0.94

Thus, we could filter those duplicate texts to defend against
PoisonedRAG. We add experiments to filter duplicate texts
under the default setting in Section 5. In particular, we cal-
culate the hash value (using the SHA-256 hash function) for
each text in a corrupted knowledge database and remove texts
with the same hash value. Table 13 compares the ASR with
and without defense. We find that the ASR is the same, which
means duplicate text filtering cannot successfully filter ma-
licious texts. The reason is that the sub-text / (generated by
GPT-4 in our experiment) in each malicious text is different,
resulting in diverse malicious texts.

7.4 Knowledge Expansion

PoisonedRAG injects at most NV malicious texts into a knowl-
edge database for each target question. Thus, if we retrieve k
texts, with k > N, then it is very likely that k — N texts would
be clean ones. This inspires us to retrieve more texts to de-
fend against PoisonedRAG. We call this defense Knowledge
Expansion. We conduct experiments under the default set-
ting, where N = 5. Figures 21, 22, 23 (in Appendix) shows
the ASRs, Precision, Recall, and F1-Score for large k. We
find that this defense still cannot completely defend against
our PoisonedRAG even if k = 50 (around 10% retrieved texts
are malicious ones when injecting N = 5 malicious texts for
each target question). For instance, PoisonedRAG could still
achieve 41% (black-box) and 43% (white-box) ASR on Hot-
potQA when k = 50. Additionally, we find that ASR further
increases as N increases (shown in Figures 24, 25, 26 in Ap-
pendix), which means this defense is less effective when an
attacker could inject more malicious texts into the knowledge
database. We note that this defense also incurs large computa-
tion costs for an LLM to generate an answer due to the long
context (caused by more retrieved texts).

8 Discussion and Limitation

Broad NLP tasks. In our experiment, we mainly focus
on question-answering as RAG is mainly designed for
knowledge-intensive tasks [14]. However, our design prin-
ciples (retrieval & generation conditions) can be extended to
more general NLP tasks. We conduct experiments on the
FEVER dataset [106], which is used for fact verification.
Given a claim, the task is to verify whether the k retrieved

texts support, refute, or do not provide enough information.
We also select 10 claims as target claims and repeat exper-
iments 10 times, resulting in 100 target claims in total. We
craft an incorrect verification result as the target verification
result for each target claim. We defer the used prompts to
Appendix E. We conduct the experiment under the default
setting. PoisonedRAG can achieve a 0.98 and 0.99 F1-Score
in black-box and white-box settings, which means almost
all malicious texts are retrieved for the corresponding target
claims. Moreover, PoisonedRAG could achieve a 0.97 and
0.88 ASR in black-box and white-box settings, demonstrating
PoisonedRAG can be broadly applied to general NLP tasks.
Jointly considering multiple target questions. We craft
malicious texts independently for each target question, which
could be sub-optimal. It could be more effective when an
attacker crafts malicious texts by considering multiple target
questions simultaneously. We leave this as a future work.
Impact of malicious texts on non-target ques-
tions. PoisonedRAG injects a few malicious texts into
a clean database with millions of texts. We evaluate whether
malicious texts are retrieved for those non-target questions
and how they affect the generated answers by the LLM in
RAG for those questions. We conduct experiments under the
default setting on the NQ dataset. In particular, we randomly
select 100 non-target questions from a dataset. Moreover,
we repeated the experiment 10 times, resulting in 1000
non-target questions in total. The fractions of non-target
questions influenced by malicious texts are 0.3% and 0.9% in
black-box and white-box settings, respectively. Additionally,
the fractions of non-target answers whose generated answers
by the LLM in RAG are affected by malicious texts is 0%
and 0.4% in the black-box and white-box settings. Our
experimental results demonstrate that those malicious texts
have a small influence on non-target questions. We show an
example of an influenced non-target question in Appendix I.
Failure case analysis. Despite being effective, PoisonedRAG
does not reach a 100% ASR. We use examples to illustrate
why PoisonedRAG fails in certain cases in Appendix J.

9 Conclusion and Future Work

We propose PoisonedRAG, the first knowledge corruption
attack to RAG. We find that knowledge databases in RAG
systems introduce a new and practical attack surface. Our
results show PoisonedRAG is effective in both black-box and
white-box settings. Additionally, we evaluate several defenses
and find that they are insufficient to mitigate the proposed
attacks. Interesting future work includes 1) developing new
optimization-based attacks, e.g., extending GCG attack [53]
to optimize / used to achieve generation condition; jointly
considering multiple target questions when crafting malicious
texts, and 2) developing new defenses against PoisonedRAG.
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