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Abstract

The bicycle industry is increasingly adopting wireless gear-
shifting technology for its advantages in performance and
design. In this paper, we explore the security of these systems,
focusing on Shimano’s Di2 technology, a market leader in the
space. Through a blackbox analysis of Shimano’s proprietary
wireless protocol, we uncovered the following critical vulner-
abilities: (1) A lack of mechanisms to prevent replay attacks
that allows an attacker to capture and retransmit gear shift-
ing commands; (2) Susceptibility to targeted jamming, that
allows an attacker to disable shifting on a specific target bike;
and (3) Information leakage resulting from the use of ANT+
communication, that allows an attacker to inspect telemetry
from a target bike. Exploiting these, we conduct successful
record and replay attacks that lead to unintended gear shifting
that can be completely controlled by an attacker without the
need for any cryptographic keys. Our experimental results
show that we can perform replay attacks from up to 10 meters
using software-defined radios without any amplifiers. The
recorded packets can be used at any future time as long as
the bike components remain paired. We also demonstrate
the feasibility of targeted jamming attacks that disable gear
shifting for a specific bike, meaning they are finely tuned to
not affect neighboring systems. Finally, we propose coun-
termeasures and discuss their broader implications with the
goal of improving wireless communication security in cycling
equipment.

1 Introduction

Modern bicycles are cyber-physical systems that contain em-
bedded computers and wireless links to enable new types of
telemetry and control. The key motivating factors for moving
away from traditional mechanical systems are the ability to
gain insights about a rider’s physical performance, better re-
sponsiveness in gear shifting, customizability of how the gear
shifters operate, and easier setup and maintenance.

Among all these technologies, we observe that the one with

the most impact on bike control and safety is wireless gear
shifting.' It uses wireless links between the gear shifters and
the derailleur — an electro-mechanical component that uses
motors to move the chain between gears. Electronic control
provides increased precision in shifts and is less prone to
issues like cable stretch and contamination that plague me-
chanical gear shifting systems. Although wired electronic
control of gear shifting exists, the current trend in the bicycle
industry is to move towards wireless control. All major man-
ufacturers now support wireless shifting (Shimano, SRAM,
Campagnolo).

In this work, we analyze the security guarantees of wire-
less gear shifting. Any security vulnerability in this system
can significantly impact the rider’s safety and performance,
especially in professional bike races, where an attacker could
target a victim rider to gain an unfair competitive advantage.
In a professional race, a peloton of hundreds of riders are close
to each other, often a few feet apart, and can reach speeds up to
40 mph. Any sudden changes to a bike’s performance can be
catastrophic. For example, if an attacker were to target a sub-
set of riders and shift the gears or jam the shifting operation,
it could result in crashes and injuries. As another example, if
the riders are climbing slowly (or descending at high speed),
an attacker could shift a target rider’s bike into high gear or
jam their shifting, leading them to lose their position in the
race and even lose control of the bike itself.

The sport of professional cycling has a long and troubled
history with the use of illegal performance-enhancing drugs
— security vulnerabilities in one of the most critical compo-
nents of the bike could be viewed as an attractive alternative
method for people who want to compromise the integrity
of the sport. Furthermore, our attacks do not leave any de-
tectable trace, unlike the use of performance-enhancing drugs.
As such, with the introduction of wireless gear shifting, one
must adopt an adversary’s viewpoint — professional bike
races are adversarial environments, and the technology must
withstand motivated attackers. We focus on the Shimano 105

The other important component is the brakes, but these are mechanical
systems.
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Di2 [10] and Shimano DURA-ACE Di2 [16] wireless shift-
ing systems. Shimano is a leader in the bicycle control sys-
tem industry, commanding approximately 50% of the market
share [15,28]. We purchased a recent version of the control
system and performed a black box security analysis, from
capturing raw physical signals, examining their behavior on
gear shifting, and finally performing packet structure/content
analysis. This study seeks to address the following research
questions: (1) What are the security guarantees provided by
these wireless gear-shifting systems? (2) Do these wireless
systems, when integrated into bicycles, maintain robust de-
fenses against specific cyber attacks, such as replay attacks,
similar to those observed in automotive key fob systems [20]?
Have the lessons learned from analyzing similar systems con-
tributed to the design of these wireless gear shifters? (3) What
is the practical feasibility of executing the identified cyber
attacks? In other words, what constraints and requirements
would an attacker face in attempting to compromise these
systems?

Our key contribution is the discovery of a record-and-replay
attack that allows an unauthorized party to fully control gear
shifting on a victim bike at ranges up to 10 meters with-
out the use of amplifiers. This attack can be realized using
commercial-off-the-shelf software-defined radios (SDR). The
attacker only needs to record two signals — an upshift and a
downshift.

We make the following contributions in this paper.

Analysis of the Shimano Wireless Gear Shifting Protocol.
We investigate the proprietary protocol used by Shimano for
its wireless gear shifting. This process allows us to decode
the communication framework of these systems, providing
insights into their operational mechanics.

Identify Security Weaknesses. Based on the analysis, we
identify several security weaknesses within the protocol, no-
tably the absence of replay protection mechanisms such as
timestamps or sequence numbers. Despite the implementa-
tion of cryptographic primitives, these vulnerabilities present
significant security risks.

Record-and-Replay and Targeted Jamming Attacks.
Leveraging the identified weaknesses, we successfully ex-
ecute record-and-replay attacks. These attacks can cause un-
expected gear shifts in arbitrary patterns by interacting at the
physical layer, bypassing the need for extracting any cryp-
tographic secrets and making the attack independent of the
cryptographic layer. Furthermore, we explore the potential
for targeted jamming attacks that specifically disable gear-
shifting capabilities on targeted bicycles without impacting
nearby cyclists.

Experimental Evaluation. We conduct various experiments
with two identical Shimano 105 Di2 wireless gear shifting
systems. We also confirmed our findings on Shimano DURA-
ACE Di2 system. Through these experiments, we executed

replay and jamming attacks utilizing SDRs and explored their
effective range. Additionally, we examined the shifting sys-
tem’s behavior in response to interference. Our experiments
indicate that replay attacks using SDRs are effective up to a
distance of 10 meters without amplification. The effectiveness
of replayed packets persists as long as the pairing between
shifters and derailleur remains unchanged.

Countermeasures. We provide a discussion of potential coun-
termeasures. Wireless gear shifting operates in a highly con-
strained environment — security mechanisms should not add
significant time delay in shifting and must not degrade bat-
tery life. While implementing techniques such as timestamps
has particular challenges, employing rolling codes or distance
bounding within wireless gear shifting can effectively miti-
gate replay attacks.

Although our paper’s main focus is on Shimano’s gear-
shifting systems, we also examine vulnerabilities in the com-
munication protocol used for telemetry on bike displays, no-
tably the ANT protocol. This protocol is widely used in Shi-
mano and other low-power wireless data transmission sys-
tems, extending the relevance of our findings. We have shown
that any nearby third party with Shimano’s private key and
knowledge of the channel configuration can intercept all trans-
mitted information. In our replay attack scenario, this informa-
tion enables the attacker to determine the targeted bike’s cur-
rent gear and replay the upshifting/downshifting commands
to adjust the gear according to their preference. For example,
the attacker waits until the rider is in gear 3 and then launches
a downshift replay to move it to gear 2.

Our study aims to highlight vulnerabilities in wireless gear
shifting systems, especially focusing on Shimano’s Di2, and
offers a first look into the security challenges of bicycle wire-
less communication technologies. Through this work, we
hope to contribute to the ongoing effort to secure wireless
communications in cycling equipment.

Responsible Disclosure. We notified Shimano about the
vulnerabilities, along with detailed information on replicat-
ing the attacks, part numbers of the devices we tested, and a
description of countermeasures that might be helpful in this
context. Shimano has acknowledged these vulnerabilities and
is working on fixes at the time of this writing.

2 Wireless Gear Shifting: An Overview

In the cycling industry, all major manufacturers have ventured
into developing wireless gear-shifting systems, aiming to en-
hance the cycling experience through technology. Brands like
SRAM [17] and Campagnolo [3], alongside Shimano, have
introduced their versions of wireless shifting, each bringing
unique features and innovations to the market. These systems
signify a leap forward in bicycle design, offering cyclists
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Table 1: The equipment list on the test bikes for Shimano 105
Di2 groupset.

Item Model Firmware Version
Rear Derailleur | RD-R7150 ver 4.0.2

Front Derailleur | FD-R7150 ver 4.0.1

Right Shifter ST-R7170-R | -

Left Shifter ST-R7170-L | -

Battery BT-DN300 ver 4.0.1

Table 2: The equipment list on the test bikes for Shimano
Dura-Ace Di2 groupset.

| Item | Model | Firmware Version |
Rear Derailleur | RD-R9250 ver 4.0.7
Front Derailleur | FD-R9250 ver 4.0.3
Right Shifter ST-R9270-R | -
Left Shifter ST-R9270-L | -
Battery BT-DN300 ver 4.0.1

improved performance, convenience, and integration. Due
to Shimano’s significant market presence and role as a pio-
neering force in cycling technology, we’ve selected Shimano
as our case study to examine the vulnerabilities inherent in
wireless gear-shifting systems.

For our experiments, we chose the Shimano 105 Di2 and
the Dura-Ace Di2 wireless gear-shifting systems as our case
study. Tables | and 2 contain the equipment list, their respec-
tive model numbers, and firmware versions. We note that the
two groupsets, Shimano 105 Di2 and Shimano Dura-Ace Di2,
are compatible. Therefore, we tested pairing various shifters
and derailleurs from these groupsets and confirmed that they
all use the same protocol. Consequently, the vulnerabilities
identified are consistent across both systems.

The Shimano gear-shifting system consists of four main
components.

(1) Rear Derailleur: The rear derailleur is the core of the
gear-shifting system and facilitates all wireless communica-
tions. This includes connections with the shifters, Bluetooth
Low Energy (BLE), and ANT+ communications. It offers
eleven gear levels (and, in some newer versions, 12 levels),
ranging from the lowest to the highest.

(2) Front Derailleur: The front derailleur is wired to the rear
derailleur through the battery and allows switching between
two distinct gear levels, which are large gear changes.

(3) Right and Left Shifters: These components wirelessly
transmit gear-shifting instructions to the rear derailleur using
Shimano’s proprietary protocol, which we will explore in
detail in the following section. One of the shifters controls the
rear derailleur, and the other controls the front derailleur. This
setting can be customized through the E-TUBE PROJECT [4]
over BLE.

(4) Battery: The battery ports are connected to the rear and

Shimano's
Proprietary Protocol

(((( o Shifter

BLE ANT
- - 4
ETUBE PROJECT Cycle Computer
Rear . W
Derailleur

Figure 1: Shimano’s RF communication.

front derailleur, ensuring they are powered for operation.

The Shimano system employs three key protocols to estab-
lish connections among its various components, each serving
a distinct function. The communication methods within Shi-
mano’s network are illustrated in Figure 1.

2.1 Bluetooth Low Energy

The Shimano E-TUBE PROJECT is a software tool that con-
nects cyclists to their bike configuration. This platform can
personalize the settings, such as customizing shifter button
functions and conducting firmware updates. It employs BLE
for efficient communication in many power-constrained de-
vices, which fits the requirements of a system like E-TUBE
PROJECT that aims to provide seamless and user-friendly
interaction with bicycle components. While BLE is essential
for configuring and updating the system, it does not control
real-time biking actions such as shifting gears.

Also, the initial setup of shifters and the rear derailleur
involves pairing them through the E-TUBE mobile app. Users
need to register and connect the rear derailleur to the mobile
app, then scan the QR code on the shifters to pair both shifters
with the rear derailleur. Given that Bluetooth Low Energy
(BLE) vulnerabilities have been extensively documented in
existing literature [41], our paper did not focus on this aspect.

2.2 ANT+

ANT is a low-power wireless protocol designed to transmit
information between devices efficiently and reliably. It is
known for robustness and adaptability in different network
setups, including mesh networks, making it ideal for gathering
and sending sensor data.

Building on the ANT protocol, ANT+ is an enhancement
that standardizes how specific data types are communicated.
It establishes device profiles for consistent data transmission,
like heart rate, bike speed, and cadence. This standardization
allows devices from various manufacturers to work together
seamlessly. In cycling, ANT+ plays a crucial role in the Di2
system. It wirelessly sends vital information such as gear
position and battery life to compatible cycling computers,
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Figure 2: The sequence of command and acknowledgment
packets between the shifter and rear derailleur after a button
press. The user’s actions can influence the sequence and num-
ber of command packets, which are subsequently followed by
an acknowledgment.

allowing riders to monitor these details in real-time during
their rides. The frequency range for ANT devices spans from
2.400 GHz to 2.524 GHz, but 2.457 GHz is reserved specifi-
cally for ANT+ devices. These devices can operate using a
public network key, a private one, or a managed network key
owned privately, providing flexibility in network security and
access [1]. In summary, ANT and ANT+ offer versatile and
efficient solutions for wireless communication, especially in
scenarios where reliable data transmission and interoperabil-
ity are essential.

2.3 Shimano’s Proprietary Communication
Protocol

In the Shimano Di2 system, gear shifting is controlled through
a unique, Shimano-specific protocol. This protocol operates
on the 2.478 GHz frequency band, facilitating communica-
tion between the rear derailleur and the shifters. However,
Shimano’s official documentation does not disclose detailed
information about this protocol, leaving specifics such as mod-
ulation, data rate, and packet structure unclear. Thus, we ana-
lyze Shimano’s proprietary communication protocol as a first
step.

Figure 3: One command packet being transmitted from the
shifter to the rear derailleur, along with the corresponding
acknowledgment sent from the rear derailleur back to the
shifter.

3 Analyzing Shimano’s Wireless Gear Control
Protocol

We begin with an overview of Shimano’s Wireless Gear Con-
trol Protocol, providing a detailed examination of the com-
mand and acknowledgment packet sequences exchanged be-
tween the shifter and the rear derailleur. Next, we analyze the
physical layer, focusing primarily on demodulating captured
RF signals into binary data to understand the underlying com-
munication mechanisms. We employ a black-box methodol-
ogy to passively capture raw signals. Subsequently, we delve
into the packet structures within the Shimano wireless com-
munication protocol, exploring all components of the various
packet types. Finally, we discuss the security weaknesses that
could potentially threaten the protocol’s integrity.

3.1 High-Level Protocol Overview

The shifters send two types of commands to the rear derailleur
— Gear Up and Gear Down. On each press of the shift button
(either up or down), the shifter transmits at least three packets
to the derailleur. Upon receiving each packet, the derailleur
transmits an acknowledgment to the shifter. The quantity of
packets transmitted is influenced by the speed at which the
user presses and releases the shifter button. If the button is
pressed and held, packets will be sent for the hold duration.
Conversely, a single press of the button results in the transmis-
sion of at least three packets. Figure 2 illustrates the sequence
of packets triggered by the user pressing the button, leading
to one upshift on the rear derailleur. As noted, the sequence of
command packets followed by an acknowledgment can vary
based on the user’s actions. Figure 3 displays one command
packet being transmitted from the shifter to the rear derailleur,
along with the corresponding acknowledgment sent from the
rear derailleur back to the shifter. Each command packet has
an approximate duration of 112 ps, while each acknowledg-
ment packet is about 76 ps.

If the shifter fails to receive an acknowledgment within
a time frame, it initiates a burst transmission. Each burst
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Table 3: Behavior of different packets during a replay attack: Pressing the button by the user results in the transmission of three
packets from the shifter to the derailleur. To understand the packet’s functionality, we conducted experiments by replaying the

packets both individually and in various combinations.

. First | Second | Third .
Setting Packet | Packet | Packet Observations
This will cause the derailleur to shift up by one gear.
A 1 The repeating signal will not function until you manually press the button once.
After that, the signal can be replayed successfully once more.
B 1 Similar to A.
C No reaction.
D 1 1 Works like a normal replay. Repeated many times.
E 1 1 Similar to D.
F 1 1 Every time the signal was replayed, it resulted in shifting twice instead of a single time.

Figure 4: Segments from a burst sequence when acknowl-
edgments are not received, showcasing a total of 748 packets
transmitted over 1.5 seconds.

contains 748 packets and lasts 1.5 seconds. We captured the
packet burst while the rear derailleur was disconnected from
the battery. Figure 4 illustrates a segment of this burst. In
Section 4.3, we discuss the relevance of the packet burst under
conditions like interference.

In the next step, we conducted tests by individually trans-
mitting the three captured packets associated with a single
gear shift to analyze each packet’s effect. Furthermore, we
experimented with various combinations of these three pack-
ets to examine the outcomes, acknowledging that redundancy
among them might be designed to guarantee command recep-
tion by the derailleur to prevent potential interference.

Table 3 summarizes the functionality of the packets. We
monitored how the packets behaved under different conditions
(labeled A to F), continuously replaying the specific packet(s)
relevant to each condition. This was then contrasted with a
baseline scenario, wherein all three packets were replayed
in their original sequence, mirroring the authentic command
exactly. Our observations indicated that the behaviors of the
first and second packets were strikingly similar.

On the other hand, replaying only the third packet triggers
no derailleur action, leading us to speculate that this packet
might serve as a "button released" command.

In scenarios D and E, eliminating the first or second packet
does not affect the behavior of the packets compared to the

Table 4: Signals information derived from publicly available
documents

| Signal Feature | Value \
Frequency 2.478 GHz
Bandwidth 2127 KHz
Modulation GFSK
Emission Reference | <TX3064779>
Emission Designator | 2M13F1D-

baseline scenario. This suggests that one of the packets may
be sent as a form of redundancy. In both cases, D and E, repeat-
edly replaying the packets consistently triggers a single gear
shift, akin to the baseline scenario. However, replaying the
same packet in scenarios A and B does not lead to subsequent
gear shifts after the successful initial replay.

Furthermore, in scenario F, sending both the first and sec-
ond packets causes the gear to shift twice, which could mirror
the situation where the user keeps the button pressed.

We clarify that our analysis in Table 3 focuses exclusively
on individual shift events rather than MultiShift settings. Mul-
tiShift settings in Shimano’s wireless gear-shifting system
allow multiple gear changes with a single button press, en-
abling quicker transitions across gears. This distinction is
important as our experimental setup and data collection were
designed to evaluate single-shifting actions.

In conclusion, our experiments revealed that the roles of
the first and second packets might stem from redundancy and
correspond to the user’s button press, while the third packet
appears to be associated with the user releasing the button.

3.2 Physical Layer Analysis

The primary focus is demodulating the captured RF signals
into binary data and subsequently examining their contents.
We use a black box methodology that passively captures raw
signals.
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16 bit 32 bit 16 bit 4 bit 4 bit 48 bit 80 bit
[ Preamble ][Protocol Identifier][ Packet type ]’Counterl”CounterZH Payloadl ” Payload2
Command packet
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[ Preamble ][Protocol Identifier][ Packet type ][ Payloadl

][ Destination ID]

Acknowledgement packet

Figure 5: Overview of Command and Acknowledgment Packet Structures. Illustrating the differences between 200-bit command
packets and 128-bit acknowledgment packets, including the content of their respective fields.

Table 5: Modulation/Demodulation parameters for Shimano’s
proprietary protocol

Modulation Parameter | Value

Carrier Frequency 2.478 GHz

Data Rate 2 Mbps

Bit per Symbol 1

Frequency Deviation -250 kHz/250 kHz
Gauss BT 0.5

Gauss Filter Width 1

The first step in analyzing a wireless signal is determining
its precise frequency and modulation type. We found this data
in documents from the Federal Communications Commis-
sion (FCC) and the Radio Equipment List (REL). Table 4
presents the information summarized from these documents.
The communication between devices occurs at 2.478GHz and
does not utilize frequency hopping. The signal’s bandwidth is
2127 KHz.

The term ‘Emission Reference <TX3064779>’ is identified
as a distinct code or number linked to specific emission prop-
erties. The ‘Emission Designator 2M13F1D’ is recognized
globally to categorize a signal’s bandwidth, modulation type,
and content. ‘2M13’ details the required signal bandwidth.
‘F* denotes the modulation type of the primary carrier as fre-
quency modulation, ‘1’ represents a single channel carrying
quantized or digital data without an additional modulating
sub-carrier, and ‘D’ describes the nature of the transmitted
information, highlighting the transmission of digital data.

Shimano gear shifting utilizes Gaussian Frequency Shift
Keying (GFSK) for their proprietary communication protocol,
a form of Frequency Shift Keying that applies Gaussian filter-
ing to smooth out signal transitions or frequency shifts. GFSK
is a prominent modulation technique employed across various
wireless technologies, including Bluetooth, IEEE 802.15.4,
and Z-wave. Dealing with GFSK presents more complexity
in the analysis compared to systems using simpler modu-
lation techniques like amplitude shift keying, where signal
demodulation can be straightforwardly achieved using open-

source tools such as Inspectrum [8]. However, demodulating
GFSK requires identifying the correct demodulation param-
eters, which increases the complexity. For Shimano devices,
all specific modulation parameters were initially unclear. The
FCC documents did not disclose any of these parameters.
We utilized Universal Radio Hacker (URH) [34], a tool
specifically designed to analyze and manipulate wireless com-
munication signals for our analysis. This tool facilitates the
recording, analysis, and modification of signals across various
wireless devices. However, the automatic parameter detec-
tion feature in URH failed to demodulate our captured signal
effectively. We were unclear about the data rate, a critical
piece of information for GFSK demodulation, which depends
heavily on the correct sample/symbol ratio. Through a com-
bination of trial and error and visual analysis of our signals,
we identified the necessary parameters to successfully demod-
ulate the captured data. Table 5 outlines the required modu-
lation/demodulation parameters we identified. The Gaussian
filter in GFSK modulation has a parameter called the time-
bandwidth product (BT), which is the product of the filter
bandwidth and the bit duration. The BT value affects the
shape of the data pulses and the resulting GFSK signal.

3.3 Packet Structure and Content

Upon successful demodulation, we could distinguish two pri-
mary types of packets within the Shimano communication
protocol: command and acknowledgment. Command packets,
originating from the shifter, comprise 200 bits and are directed
towards the derailleur. Conversely, acknowledgments follow
these command signals and consist of 128 bits, transmitting
from the derailleur back to the shifter. Figure 5 graphically
illustrates these packet structures, annotated with their com-
ponents.

In our analysis of numerous packet sequences, we identify
and describe specific fields within the packets as follows:
Preamble: Each packet starts with a 16-bit preamble, repre-
sented as 0101010101010101. The preamble plays a critical
role in various RF communication protocols by helping to syn-
chronize the receiver’s timing with the sender’s signal. This
synchronization aids in accurately detecting the beginning
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Table 6: Analysis of different fields in Shimano command packets. It shows our observation of how different fields in the packets
change under various conditions, helping to clarify how the fields are connected.

Action/Condition Counterl | Counter2 . Observ?tions .
changes? | changes? | Payloadl Consistency | Payload2 Consistency | Destination ID Consistency

Bikel, Upshifting No No Yes Yes Yes

Bikel, Upshifting Yes No No No Yes

Bikel, Upshifting No Yes No No Yes

Bikel, Downshifting No No Yes No Yes

Bike2, Upshifting No No No No No

Bike 1? Upshlftmg No No Yes No Yes

(Repairing)

of a new packet. Additionally, the preamble facilitates the
adjustment of the receiver’s Automatic Gain Control (AGC)
circuits to the strength of the incoming signal. We verified
the correct demodulation of the preamble at the start of each
packet during our adjustments of the modulation parameters.
Protocol Identifier: Following the preamble is a 32-bit pro-
tocol identifier, which remains unchanged across all packets
captured under this specific Shimano’s proprietary protocol.
This identifier functions similarly to the “access address” in
BLE protocols and helps distinguish Shimano’s protocol from
other traffic in the 2.4 GHz spectrum.

Packet Type: A 16-bit field follows, identifying the packet as
either a command or acknowledgment packet. In our observa-
tions, every 200-bit command packet contains 0x8888 within
this field, while acknowledgments are marked with 0x1010.

Counters: The first counter (Counterl) increments with
each transmitted packet. The second counter (Counter?2)
increments only upon receiving an acknowledgment, indi-
cating a successful transmission. If the shifter does not re-
ceive an acknowledgment and begins to emit a burst of pack-
ets, Counter?2 remains constant, whereas Counterl cycles
through 15 possible values.

Payload: The next segment within command packets involves
Payloadl and Payload?2, together spanning 128 bits. We
divided the payload into two parts because some parts of the
payload in command packets are exactly replicated in the
acknowledgments.

Table 6 offers a comprehensive look at our findings, illus-
trating how each field varies across different test scenarios
and setups. For any given wireless shifting setup and com-
mand type (either upshifting or downshifting), Payloadl and
Payload? remain consistent as long as the counters are iden-
tical.

Specifically, Payloadl comprises a sequence that is
present both in the command packets and in the acknowledg-
ment packets. This section of the payload, a 48-bit sequence,
is repeated in the acknowledgment packets to confirm which
command the acknowledgment is intended for. On the other
hand, Payload?2 is exclusive to the command packets and
does not appear in the acknowledgment packets. If two pack-
ets have similar values for counterl and counter2, the values

of both Payloadl and Payload2 would be the same too. This
consistency holds true while the same shifters are consistently
paired with the same derailleur.

However, if the shifters are unpaired and re-paired,
Payload2 will have a different value under the same counter
conditions, while Payloadl remains unchanged even after
unpairing. So, in other words, Payload2 is susceptible to
changes upon reconfiguring the shifting system components.
Destination ID: The acknowledgment packets feature a 16-
bit Destination ID attheir conclusion. This ID corresponds
to the identity of the shifter—the commanding device or the
device that the acknowledgment is intended for. Through
extensive testing involving various pairings of shifters and
derailleurs, we consistently observed that the Destination
ID is determined by the shifter that sends the command packet.
In other words, the acknowledgment identifies and responds
to the shifter initiating the command.

Additionally, our experiments revealed that the
Destination ID remains constant, even after devices
are unpaired and then repaired. This consistency indicates
that the Destination ID is inherently linked to the shifter it-
self and does not change with different pairing configurations.
It highlights that the identity encoded in the Destination
ID is intrinsic to the shifter rather than being dependent on
the pairing status or the particular session of interaction
between the devices.

It is worth mentioning that the command packets lack a
feature similar to the Destination ID, which is consistent
and unencrypted, that would allow one to identify the receiver
from captured messages.

For our analysis, we looked into the packets from shifters
controlling both the rear and front derailleurs. We confirmed
that the packet structure remains consistent for all command
packets and constant across all acknowledgment packets.

3.4 Security Weakness

Our analysis revealed that Shimano’s wireless gear shifting
protocol employs a form of encryption, which hinders attack-
ers from creating and transmitting their own packets to the
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Figure 6: The attacker model for the replay attack. The at-
tacker captures the command signal from the shifter, sends it
to the derailleur, and later replays it.

derailleurs. However, the protocol does not offer protection
against replay attacks, as the packets lack timestamps and
sequence numbers, rendering the protocol vulnerable to such
attacks. In this scenario, the attacker is not required to fab-
ricate packets but can simply capture and replay them. We
further describe this vulnerability with our experimental find-
ings in the following section.

4 Replay and Jamming Attacks

In the following, we will explore the susceptibility of Shi-
mano’s wireless gear shifting protocol to replay attacks in
Section 4.2, and discuss targeted jamming against this proto-
col in Section 4.3.

4.1 Attacker Assumptions and Experimental
Setup

The attacker is equipped with an SDR capable of transmitting
and receiving signals in the 2.4 GHz band. All commercial
off-the-shelf SDRs, such as the USRP B210 [5], HackRF [7],
PlutoSDR [11], and LimeSDR [9], are potential options for
this purpose. In our experiments, we used an USRP B210.
While the attacker may opt for more advanced setup, e.g.,
amplifiers to extend the attack range, these are not essential
components in our baseline attacker model.

A replay attack in RF communications is when an attacker
captures the legitimate signals and retransmits them to exe-
cute authenticated actions on a system without authorization.
This vulnerability poses significant risks as it can bypass vari-
ous security measures, including data encryption. To perform
a successful replay attack, the attacker does not need to know
the packet’s format or contents. Replay attacks can even work
against systems with encrypted protocols. In our targeted jam-
ming attack, we capture and retransmit the signal similar to

Attacker's
receiver and

rear and front

right and left
derailleur

shifters

Figure 7: Our experimental setup, featuring the Shimano wire-
less gear shifting system (including shifters and derailleurs)
and the USRP B210 as the attacker’s transceiver.

the replay attack. The methodology and details are explained
in Section 4.3.

As previously mentioned, the attacker is equipped with an
SDR; for our experiments, we used a USRP B210 to trans-
mit and receive signals without external amplifiers. Figure 6
depicts the attack model. The attacker’s strategy involves cap-
turing the signal emitted when the user engages the button to
shift gears up or down. Once captured, replaying this signal
enables gear shifting on the target’s bike, The attack works
independently of the system’s current gear, effectively allow-
ing for unauthorized control over gear adjustments. Figure 7
shows a photo of our evaluation setup.

A pre-requisite is that the attacker can capture a single
upshift and downshift signal. There are several situations
in which the attacker could collect these transmissions. An
attacker does not need physical access to the bike; being in
the vicinity is sufficient to capture the signal remotely in just
a matter of seconds. For example, at a professional race, many
individuals are within close proximity to a racer’s bike. The
attacker can capture the signals on the fly as the victim rider
is actually shifting their bike’s gears. Recall that our attack
works irrespective of which gear the bike is currently in; thus,
it is sufficient for the attacker to capture any upshift and any
downshift signal. In a professional race, the attacker is easily
within the signal range of the victim rider (e.g., riders are just
a few feet apart).

4.2 Replay attack

We explored the mechanics and implications of replay attacks
within the context of Shimano’s Wireless Gear Control Proto-
col. We detail our experimental setup and methodology using
SDRs to transmit and receive signals, demonstrating how an
attacker can exploit the system without needing to decrypt or
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Successful Gear Shifts vs. Distance for Replay Attack

104

Number of Successful Gear Shifts (/11)
o

Distance [m]

Figure 8: Assessing the Effective Distance for Replay Attacks
without amplifier. Replay attack success rate vs distance from
the target system.

even understand the signal’s content.

Figure 8 presents the outcome of our replay attack exper-
iments. The distance is measured from the attacker’s trans-
mitter to the bike’s rear derailleur. At various distances, we
conducted tests to shift the gear from the lowest to the highest
level, encompassing eleven levels in total. Our results indi-
cate that the replay attack is effective up to a distance of 9
meters without encountering any failures. At a distance of 10
meters, we observed an average success rate of 10 out of 11
attempted gear shifts. Each test involved shifting through all
11 gears, from the lowest to the highest. Beyond 10 meters,
the signal falls outside the effective range. Consequently, for
the attack to be viable, the attacker must be within 10 meters
of the target bike. All tests were conducted multiple times
to ensure reliability. Specifically, each test was repeated at
least five times across all shift levels. Additionally, for critical
aspects of our study, such as measurements beyond 10 meters,
we increased the number of repetitions to up to ten times to
confirm the protocol’s effective range.

A critical point is that the attacker does not require direct
physical access to the bike to capture and store the necessary
signal. Once recorded, these signals can be reused at any
future point without issue, owing to the lack of timestamps in
the packet data.

The system completely lacks defenses against replay at-
tacks, a finding reinforced by our ability to successfully replay
the same signals two months after initially capturing the pack-
ets. Additionally, we conducted an experiment in which we
recorded and replayed the signal, manually made at least 400
shifts, and subsequently performed the replay again, which
proved to be effective. As long as the shifters remain paired
with the same derailleur, the captured packets remain effective
for replay.

Furthermore, by capturing just one instance of upshifting
and one of downshifting from the targeted bike, an attacker

can create any sequence of gear shifts at varying intervals.
This enables them to carry out attacks at any future point as
long as the derailleur remains paired with the same shifters.
We successfully created and executed our arbitrary sequences
of upshifting and downshifting through replay attacks. In sum-
mary, this has the effect of creating an unauthorized shifter
that completely controls the rear derailleur and the front de-
railleur of the victim. We successfully replicated the exper-
iments by replaying the control commands (upshifting and
downshifting) for the front derailleur and managed to take
control of it.

4.3 RF Jamming Attack

A jammer operates as an RF transmitter, transmitting noise
that interferes with wireless communications. Our study uti-
lized two varieties of jammers: one generating random noise
and another broadcasting sine and cosine waves. To assess
the effectiveness of our jammers, we carried out tests under
various conditions. Based on our observations, using sine
and cosine waves for the jamming signal proved more effec-
tive than noise. Consequently, we conducted our experiments
to assess the jamming range by generating sine and cosine
waves.

We transmitted the generated signal precisely at 2.478 GHz
to interfere with the communication, as this is the specific
frequency used for all Shimano proprietary communications.
Consequently, the jamming would affect all nearby bikes op-
erating on this frequency. In our jamming tests, we positioned
the shifter and the derailleur one meter apart, reflecting the
typical distance between these components on a bike. We
then experimented with the jammer at varying distances.

We use GNURadio [6] for generating our jamming signals
and a USRP B210 to transmit them over the air.” The effec-
tiveness of jamming depends on various factors, including the
power of the jamming device, the type of signal being jammed,
the environmental conditions, and the distance between the
jammer and the receiver. The result of jamming can vary
significantly based on these conditions. If the jammer is lo-
cated anywhere within the one meter zone from the derailleur,
the gear-shifting system becomes completely non-functional,
losing all capability for successful communication.

Generally, jamming effectiveness increases as the jammer
gets closer to its target. Outside the tested ideal jammer zone
(1 meter from the derailleur), the jammer still disrupts com-
munication to some extent, but it doesn’t completely disable
the bike’s functionality. Our jamming range experiment was
conducted using a baseline setup without the enhancement of
amplifiers or directional antennas. There are multiple methods
to make jamming more effective. Directional antennas, for
instance, could intensify the jamming signal’s focus toward
a particular area while lessening its effect elsewhere. The

2We note that although the devices operate in ISM band, care was taken
to isolate the experimental setup in a separate area.
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Success Rate of Gear Shifting in Bike2
vs. Packet Interval in Replay Bikel
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Figure 9: Analysis of Gear Shifting Success Rate in Bike2
Relative to Packet Interval Timing from Bikel: Demonstrat-
ing the Impact of Interference on Functionality

operational success and strategy of jamming can be greatly in-
fluenced by directionality, based on the jammer’s construction
and strategic goals.

In a targeted jamming attack, the attacker would try to
replay the signal on one bike so that it doesn’t cause any inter-
ference to other bikes. In our study, we labeled two Shimano
wireless gear-shifting sets as Bikel and Bike2. We captured
an upshifting signal from Bikel and replayed it at various
intervals using a USRP B210. The targeted bike suddenly
goes to the highest gear and stops there. Simultaneously, we
attempted manual gear shifting on Bike2 in the vicinity. Our
findings, illustrated in Figure 9, reveal that if the interval is
less than 112 ps, which is equal to one packet length, Bike2
also stops working due to interference. The interference on
Bike2 ceases when replay intervals exceed 112 ps, allowing
normal communication due to sufficient time for transmitting
command packets and receiving acknowledgments. In conclu-
sion, when the attacker sends the replay packets with 112 ps
interval, Bikel ceases to function, whereas Bike2 or any other
bike continues to operate normally.

5 Eavesdropping ANT Communication

Shimano utilizes the ANT+ protocol to transmit data, which
devices like cycle computers can then pick up and display
for cyclists. It’s important to note that the Shimano wireless
gear shifting system does not send control commands via the
ANT+ protocol. In ANT+ communication, multiple devices
can connect to a single source. This means that with the Shi-
mano network key, any nearby ANT+ receiver can pick up
the data being transmitted. For instance, if two bikes are close
together, the second bike can link to the first bike’s transmis-
sion and access its data simultaneously as the first bike is
connected to its cycle computer. This allows an attacker to
time their gear shifting replay based on precise knowledge of

Table 7: Configuration for Capturing Shimano’s ANT+ com-
munication

Channel Frequency | 57 (0x39), 2457 MHz
Network Key A9-AD-32-68-3D-76-C7-4D
Channel Type Master (0x10), Slave (0x00)
Device Number 1-65535, 0 searching

Device Type 1 (0x01)

Transmission Type | 5 (0x05)

Channel Period 8198 counts, 4 Hz

what gear the victim rider is using.

We emphasize that eavesdropping on ANT+ communica-
tion does not form a core component of our attacker model.
However, being able to target a specific gear through eaves-
dropping can indeed offer a strategic advantage to an attacker.

Table 7 outlines the configuration parameters necessary for
capturing data using Shimano’s ANT+ protocol. The critical
piece of information is the Shimano network key, a unique
identifier that secures and enables communication on the Shi-
mano ANT+ network. Cycle computers need this network
key to capture ANT+ communications from Shimano de-
vices. The Channel Frequency identifies the specific radio
frequency used for communication, with channel 57 operat-
ing at 2457 MHz, which helps avoid signal interference. The
Channel Type indicates whether a device acts as a ‘Master’
(initiating communication) or a ‘Slave’ (receiving data), with
specific hexadecimal values for setup. The Device Number
serves as a unique identifier within the ANT+ network. Num-
bers range from 1 to 65535, with O reserved for searching
mode to connect with nearby devices. Device Type corre-
sponds to the ANT+ standard for different device categories,
with a type of 1 usually denoting a generic sensor. Trans-
mission Type refers to specific patterns or information for
device communication. The Channel Period details the fre-
quency of data broadcasts, with ‘8198 counts’ equating to a
4 Hz rate, affecting both data timeliness and device battery
life. Using the ANTware II [2] application and the correct
configuration, we managed to intercept communications on
the Shimano ANT+ network. ANTware I is a tool for manag-
ing ANT/ANT+ devices via an ANT+ USB stick. Figure 10
displays the captured packets during gear shifts from 8 to 1
on Shimano’s ANT+ network. The data highlighted in red
represent the current gear values. Having a detailed knowl-
edge of the network parameters and packet structure allows
an attacker to easily replicate these packets.

6 Discussion

Shimano’s protocol incorporates basic encryption techniques
to prevent attackers from creating counterfeit signals. Reverse
engineering was notably demanding due to its use of GFSK
modulation, which complicates demodulation when parame-

84 18th USENIX WOOT Conference on Offensive Technologies

USENIX Association



Received BROADCAS 1_1DATA_Ox4E

:: 4e, 00-00-FF-02 08 3C-00-FF-FF
Received BROADCAST _[IATA_Ox4E

:: 4e, 00-00-FF-02-07-3C-00-FF-FF
Received BROADCAS T_DIATA_Ox4E

:: 4e, 00-00-FF-02--06 3C-00-FF-FF
Received BROADCAST _[IATA_Ox4E

:: 4e, 00-00-FF-02-05 3C-00-FF-FF
Received BROADCAS T_DATA_Ox4E

:: 4e, 00-00-FF-02-04 3C-00-FF-FF
Received BROADCAST_DIATA_Ox4E

:: 4e, 00-00-FF-02-03 3C-00-FF-FF
Received BROADCAST_DIATA_Ox4E

:: 4e, 00-00-FF-02--02--3C-00-FF-FF
Received BROADCAST_DIATA_Ox4E

:: 4e, 00-00-FF-02-01 3C-00-FF-FF
Received BROADCAST _[IATA_Ox4E

:: 4e, 00-00-FF-02 01-3C-00-FF-FF

Figure 10: Eavesdropping ANT communication. The data
highlighted in red represent the current gear values in each
packet.

ters are undisclosed. This is very different from the amplitude
shift keying used by numerous security systems, which, due to
its simplicity, leaves them more open to security breaches. In
the current landscape, where many wireless devices commu-
nicate without encryption, exposing them to security threats,
Shimano stands out by implementing encrypted communica-
tion, enhancing its defense against direct hacking. However,
the system remains exposed to replay attacks. Below, we out-
line recommended strategies to mitigate the risk of replay
attacks.

Effects of the Attacks. A modern bicycle typically has two
derailleurs that control the chain position: rear and front. The
rear derailleur typically has 11 or 12 levels, and the changes
between levels are usually minor but still impact the rider’s
performance. The front derailleur has two levels with large
gear ratios. For example, consider a racer who is climbing a
mountain. They will typically be in the smallest gear on the
front. If the attack targets the front derailleur, causing it to
move into a larger gear (i.e., harder for the rider), it can signif-
icantly impact rider performance, force them to stop, or even
snap the chain. In professional races, any unintended changes
to the gear position will have drastic consequences and affect
the integrity of the sport. We believe that unauthorized gear
changes through the attacks highlighted in our paper have a
similar effect on the sport as performance-enhancing illegal
drugs.

Size/Cost of Attack Device. In the current implementation
of our signal capture and replay system, we utilize a setup
comprising a SDR and a laptop. While effective, this con-
figuration is not optimized for size or portability. However,
with advancements in miniaturization and integrated circuit
(IC) technology, it is feasible to reduce the size of the attack

device significantly. By custom designing specific circuits,
we can integrate a receiver, a modest amount of memory
for signal storage, and a transmitter into a compact, single
System on a Chip (SoC) or small circuit board. This minia-
turization process makes the attack system more discreet and
enhances its portability and deployment ease. For example,
researchers demonstrated relay attacks [20] on passive key-
less entry systems with SDRs costing more than $1500 in
2011. A few years later, the same attack was demonstrated
using $225 [12].

Countermeasures. Adding timestamps into wireless com-
munications can mitigate replay attacks to some degree by
allowing only messages sent within a designated timeframe,
thereby rendering older, possibly replayed messages invalid.
Nonetheless, integrating timestamps into wireless communi-
cation poses challenges. Effective use of timestamps requires
precise synchronization between the devices. This can be
challenging, particularly in settings where devices lack con-
sistent access to a shared time source, such as the Internet or
GPS signals.

Rolling or hopping codes stand as another prevalent strat-
egy in wireless systems to prevent replay attacks. Within this
framework, each transmitted signal is accompanied by a dis-
tinct code generated through a specific algorithm known to
both the sender and receiver. These codes are one-time-use
only, ensuring that once a code has been utilized for authenti-
cation, it is voided, prompting both devices to proceed to the
subsequent sequence code. This method is especially preva-
lent in scenarios prone to signal interception and unauthorized
reuse, such as passive keyless entry in cars and garage door
systems. Although rolling codes significantly counter basic
replay attacks, they are not foolproof against more sophisti-
cated threats, such as code grabbing and delayed playback if
an attacker intercepts the original code’s delivery to the re-
ceiver. However, this approach can significantly increase the
difficulty of performing a replay attack in Shimano wireless
gear shifting.

There are other types of countermeasures designed for spe-
cific applications that can be highly effective and useful. Par-
ticularly for Shimano bikes, implementing distance-based
restrictions could be beneficial [35]. Since legitimate inter-
actions occur only between shifters and derailleurs within
limited distances, establishing range limitations on the re-
ceiver to only accept commands from close proximity can
be helpful. This approach is based on the assumption that
attackers are more likely to conduct replay attacks from a
distance, so by restricting the range at which commands are
accepted, we reduce the likelihood of successful remote at-
tacks. However, securely measuring distance is a challenging
problem [33,36] in itself, and therefore, while it can reduce
the risk of replay attacks, it should be used in conjunction
with other security measures for comprehensive protection.

Our current observation indicates that it is likely that Shi-
mano is not using any kind of rolling code or other mentioned
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countermeasures. Our study reveals that the current security
measures in Shimano’s wireless gear shifting systems are
insufficient to protect against replay attacks. The practical fea-
sibility of executing these identified attacks demonstrates that
attackers could exploit these vulnerabilities with relatively
modest resources. Despite advancements in similar systems,
the lessons learned have not been fully integrated into the
design of Shimano’s wireless gear shifters, leaving them vul-
nerable to specific cyber attacks such as those observed in
automotive key fob systems. Moving forward, it is crucial to
implement robust defenses, including rolling codes and other
complementary security measures, to enhance the security
guarantees of these wireless systems and safeguard against
potential attacks.

E-TUBE PROJECT. The Shimano E-TUBE PROJECT is a
platform that allows users to customize, update, and diagnose
Shimano’s electronic gear-shifting systems via BLE. When
connected to the E-TUBE PROJECT over BLE, the rear de-
railleur would be out of operation. If the malicious attacker
has any chance to physically access the derailleur, they can
easily pair their phone with it and cause a DoS (Denial of
service). The biker in this situation would not know what is
wrong, and the only way to fix it is to completely disconnect
the derailleur from the battery to cut off the power. Users are
strongly advised to change the default passkey immediately af-
ter acquisition. Often, the initial pairing occurs at dealerships,
which may result in the default code remaining unchanged if
the end-user is not prompted to modify it. Furthermore, en-
hancing BLE security with unique, secure passkeys for each
bike, rather than a standard default passkey, is recommended
to prevent unauthorized access. If an attacker manages to con-
nect the bike to his E-TUBE PROJECT, the implications can
be severe. They could easily alter the bike’s settings and even
change the passkey, preventing any quick fix.

Future Work. In future research, we intend to expand our
investigation into the security architecture of wireless gear-
shifting systems beyond the scope of Shimano. We plan to
analyze and compare various manufacturers’ vulnerabilities
and defense mechanisms, identifying common weaknesses
and best practices within the industry. This comprehensive
analysis will allow us to develop more robust security guide-
lines and recommendations for all wireless gear-shifting sys-
tems. Our goal is to ensure safer and more secure cycling
experiences for users.

7 Related Work

In this section, we will review two primary areas of focus re-
lated to our work. First, we examine previous research on the
reverse engineering of wireless systems. Second, we describe
the security challenges posed by replay and relay attacks,
exploring how these threats impact various technological do-
mains.

7.1 Analysis of Proprietary Wireless Protocols

Many devices contain inherent security flaws. They often rely
on security through obscurity by keeping their protocols and
information secret, hoping this discourages efforts to reverse
engineer and uncover potential vulnerabilities.

Various reverse-engineering studies have been conducted
on different devices [18,40], each with unique attributes and
methodologies. For example, Garcia et al. [22] investigated
the security of wireless smart cards used in payment systems,
while Strobel et al. [39] examined a digital locking and access
control system prevalent in corporations and educational insti-
tutions. Both studies required physically opening the devices
to connect the wireless chips to a logic analyzer, which is in-
vasive and could be easily detected compared to non-invasive
techniques. Contrastingly, non-invasive reverse engineering,
such as intercepting wireless communications using SDRs,
offers a less detectable, scalable, and repeatable approach.
This method avoids the complications of hardware tampering
while still providing deep insights into wireless protocols.
For example, [32] research on wireless mice and keyboards,
which often use proprietary protocols in the 2.4 GHz ISM
band.

Kim et al. [26] report instances in which authors could
eavesdrop by recovering the 128-bit AES key. In [27], the pro-
cess of demodulating RF signals into binary data for analysis
was documented for a smart home alarm system known as
SecuritasHome.

Researchers have recently adopted hybrid approaches for
reverse engineering and launching attacks. Notable instances
include Samy Kamkar’s innovative methods for remote key-
less entry systems [25] and Mike Ryan et al. [37] for electric
skateboard control interfaces. Also, in [23], the authors fo-
cused on a case study with rolling codes.

Tools like URH [34] have aimed to streamline the re-
verse engineering process of wireless protocols, offering an
open-source solution for signal capture and protocol analysis
through SDRs. RFQuack [29] represents another advance-
ment, a modular RF dongle system that allows for the cus-
tomized development of dongles tailored to specific reverse
engineering needs in wireless protocols. This tool underscores
the evolving landscape of non-invasive techniques in security
research.

In addition to academic studies, there have been non-
academic reverse engineering efforts on the Shimano Di2
system [13, 14, 30]. However, these efforts primarily focus
on reverse engineering the ANT communication protocol.
To the best of our knowledge, none of these works have ex-
plored Shimano’s proprietary protocol. Furthermore, none
have investigated replay attacks or targeted jamming attacks
on Shimano’s command signals.
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7.2 Replay and Relay Attack

Replay and relay attacks pose significant threats in wireless
communications. It enables attackers to capture and rebroad-
cast packets for unauthorized access or service disruption,
impacting various systems such as keyless vehicle entry, GPS,
and remote garage door openers. For instance, previously,
researchers have shown that through a relay attack, where
a device is used to extend the communication between two
legitimate devices, it’s possible to unlock a vehicle and drive
away even when the actual key is far from the car [20].

Similarly, GPS spoofing mirrors these concerns, with stud-
ies like [24,31] demonstrating the potential for GPS signal
manipulation, impacting navigation and timing. In RF com-
munication, Roland et al. [21] explore relay attack risks in
NFC transactions, commonly used in touchless payment and
entry systems. The challenge in the abovementioned works
would be relaying the signal in real-time. However, as shown
in this paper, our attack on the wireless gear shifting system
doesn’t necessitate real-time relays and can be executed using
any packet previously captured. RFID systems, crucial for
secure access and transactions, face similar threats, with [38]
addressing these system’s susceptibilities to replay attacks.

Additionally, the increase in replay attacks on smart home
systems underscores growing security gaps, as examined by
Fernandes et al. [19], spotlighting exploitable weaknesses in
smart home protocols.

8 Conclusion

The sport of cycling is an adversarial environment. Modern
bicycles are cyber-physical systems that support wireless con-
trol of gear shifting. We conducted the first security analysis
of the Shimano wireless shifting protocol and discovered its
vulnerability to replay and jamming attacks. This allows at-
tackers to target riders and take over control of the bike’s
gear shifting behavior. Allowing attackers such control can
lead to negative outcomes on the performance of riders in
professional races and can affect the integrity of the sport.

We discussed our analysis of Shimano’s protocol with the
hope that it would bring additional scrutiny to these tech-
nologies. We envision that future work will investigate the
security of other wireless gear control manufacturers. Long
term, we outlined countermeasures that manufacturers could
use to reduce the impact of attacks. For example, a rolling
codes system can reduce the attacker’s ability to arbitrarily
control gear changes.
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