


“Memory Corruption Is a Solved Problem”
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Why Control-Flow Integrity (CFI)?
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Why CFI?

“Memory Corruption Is a Solved Persistent Problem”
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CFI as a Solution
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CFI: Prevents exploitation of memory safety bugs
by inhibiting control-flow deviations
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How CFI Works –
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func_ptr();func_ptr();

if (!InlinedFastCheck(
                  func_ptr))
   __cfi_slowpath(typeID,
                  func_ptr);
func_ptr();

if (!InlinedFastCheck(
                  func_ptr))
   __cfi_slowpath(typeID,
                  func_ptr);
func_ptr();

How CFI Works –
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Equivalence Classes
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vs.Academia Industry

Approaches?

Granularity?

Academic schemes promising, but not (often) adopted
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A Closer Look on CFI on Android
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Supports a combination of different schemes

LLVM CFI LLVM Shadow Stack

The Arm word and logo are trademarks of Arm Limited (or its subsidiaries) in the US and/or elsewhere. All rights reserved.

Pointer 
Authentication

.zip

Firmware

Extract and mount 
filesystems

ELF

Symbolic 
Execution

Constant 
Propagation

Valid Call 
Targets

ELF

Feature Detection

OAT

.KO

.SO

PA
SS

ProtectionFile Type

Protected
Indirect Calls

Features

__cfi_check(
       typeID, 
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Android CFI Coverage
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GSI Android 14 – LLVM CFI
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Unprotected Modules in LLVM CFI
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__cfi_slowpath(typeID,
               func_ptr);
__cfi_slowpath(typeID,
               func_ptr);
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       func_ptr);
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__cfi_check(
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       func_ptr);
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Unprotected Modules in LLVM CFI
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Android CFI Coverage – Over Time
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Equivalence Class 
Size Distribution
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GSI 14
Binaries & Shared Objects

(no dependencies)



Equivalence Class 
Size Distribution
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GSI 14
With dependencies & 

reachable

__cfi_slowpath(typeID,
               func_ptr);
__cfi_slowpath(typeID,
               func_ptr);



On the Effectiveness of  Control-Flow Integrity in Practice

Lucas Becker, Jiska Classen, Matthias Hollick
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Takeaways

▪ Gap between schemes in 
practice and academia 

▪ Android: Roll-out incomplete

▪ Equivalence class sizes look 
promising

CET
Shadow Stack

In the paper

(eXtended)
Control-flow Guard
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https://github.com/seemoo-
lab/woot24_cfi_coverage_to
ols/

The source code

https://github.com/seemoo-lab/woot24_cfi_coverage_tools/
https://github.com/seemoo-lab/woot24_cfi_coverage_tools/
https://github.com/seemoo-lab/woot24_cfi_coverage_tools/
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