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Why Control-Flow Integrity (CFI)?

"“Memory Corruption Is a Solved Problem”
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Why CFI?

“Memory Corruption Is a Persistent Problem”



CFl as a Solution
CFl: Prevents exploitation of memory safety bugs
by inhibiting control-flow deviations
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How CFl Works®=S

func_ptr();




How CFl Works®:™

(!InlinedFastCheck(
func_ptr))

__cfi_slowpath(typelD,
func_ptr);

func_ptr();

__cfi_check(
typelD,
func_ptr);

module

Control-flow Integrity + (Shadow Stack)



Equivalence Classes
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A Closer Look on CFl on Android

Supports a combination of different schemes
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Android CFl Coverage

GSI Android 14 - LLVM CFl

Unprotected Libraries _—
84.6% (1590)

Protected Libraries
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Unprotected Modules in LLVM CFl

__cfi _slowpath(typelD,
func_ptr);

__cfi_check(
typelD,
func_ptr);

protected module
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Unprotected Modules in LLVM CFl

__cfi _slowpath(typelD,
func_ptr);

__cfi_check(
typelD,
func_ptr);

protected module
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Android CFl Coverage — Over Time
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Equivalence Class
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Equivalence Class
Size Distribution

GSl 14
With dependencies &
reachable

__cfi_slowpath(typelD,

func_ptr);
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On the Effectiveness of in Practice

Lucas Becker, Jiska Classen, Matthias Hollick

--- In the paper
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---- The source code

https://github.com/seemoo-
lab/woot24_cfi_coverage_to
ols/

____________________________________________________________________________________
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