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What are O-RAN 5G Indoor Base Stations?

radio access network core networkuser the Internet
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gNB = RU+DU+CU 

What are O-RAN 5G Indoor Base Stations?

Open Radio Access Networks (O-RANs)
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Central Unit (CU)

Distributed Unit (DU)

Radio Unit (RU)

upper layers

middle layers

lower layers

Open Fronthaul
open interfaces, 
no open source

only RU at cell-site 



What are O-RAN 5G Indoor Base Stations?
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faster speeds 
 

higher frequencies 
(mmWave) 

less penetration 
 

indoor BSs 
= 

indoor RUs



https://www.bvb.de/content/bvbweb/bvb_de/de/en/news/news-overview/news.html/content/dam/bvbweb/en/news/commercial-partnerships/2024/05/16/-2-0-7-1-5-2-/-2-0-7-1-5-2-.html 5



System Model

physical access control 
hard for indoor BSs

RU highly connected 
within O-RAN

high vendor diversity 
for O-RAN RUs

DU
RU

gNB CU

Core

SMO
RU

The Internet

gNB
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SMO = Service Management & Orchestration Platform



RJ45 FH

HDMI Debug Port

SFP+ FH DC Socket

SMO DU

AirVelocity 2700 (AV2700)
Indoor RU by Airspan

Threat Model

Can steal the RU (C3)

Can redeploy the RU (C4)

Has Ethernet access to the RU (C1)

Has full interface access to the RU (C2)
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AV2700

dev_mgmt

fm_mgmt
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uplane_mgmt
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daemons
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telnetd
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netconf

ftp
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1534
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23

22

21
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shell access O-RAN M-Plane

E2E security RPCs to daemons

file uploads? exposes daemons



Finding 1: Exposed TCF Agent

Target Communication Framework (TCF)

communicate to 
built-in FPGAs

broadcasts on UDP 
port 1534

https://projects.eclipse.org/projects/tools.tcf 9



Finding 1: Exposed TCF Agent

Target Communication Framework (TCF)

communicate to 
built-in FPGAs

broadcasts on UDP 
port 1534

host = 192.168.1.137

port = 1534

OS = Linux Xilinx

user name = root ?!

https://projects.eclipse.org/projects/tools.tcf 9



Finding 1: Exposed TCF Agent

Target Communication Framework (TCF)

communicate to 
built-in FPGAs

broadcasts on UDP 
port 1534

exposes a 
root terminal

https://projects.eclipse.org/projects/tools.tcf 9
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Finding 2: Missing Access Control
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restart RU set alarm 
temperature

modify sending 
power
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void* buffer = calloc(1, 0x102c); 
void* build_id = cJSON_GetObjectItem(json_obj, 
  "build_id"); 

if (build_id != 0) 
{ 
  __strcpy_chk(buffer, *(build_id + 32), 64); 

  […] 

  void* buffer_ptr = buffer + 0x188; 
  void* filename_field = 
    cJSON_GetObjectItem(json_obj, "file-name"); 
  if (filename != 0) 
  { 
    strcpy(buffer_ptr - 0x84, 
      *(file_name_field+32)); 
  } 
}

Finding 3: Memory Corruption 
Vulnerabilities

fortified function -> DoS

unfortified function -> RCE?
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Finding 4: Command Injection 
Vulnerabilities

void create_interfaces(char *inf, int vlan_id) 
{ 
  char if_name[10]; 
  char cmd_buff[100]; 

  __sprintf_chk(if_name, 1, 10, "%s.%d", 
  inf, vlan_id); 

  if(!check_if_inf_exists(if_name)) 
{ 

    __sprintf_chk(cmd_buff, 1, 100, 
      "vconfig add %s %d", inf, vlan_id); 
        
    system(cmd_buff); 
  } 
}

adversary-controlled string input

heap buffer with 5 usable bytes -> full RCE
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F1 -> Root Shell Access

F2 -> RU Reconfiguration

F3 -> DoS … & RCE?

F4 -> RCE



Impact on the Cellular 
Network

impact on the radio unit

full controlreconfiguration DoS

users via UEs

potential follow-up attacks
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RJ45 FH

HDMI Debug Port

SFP+ FH DC Socket

SMO DU

AirVelocity 2700 (AV2700)
Indoor RU by Airspan
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Physical
Access (�2)

RU
Theft (�3)

Ethernet
Access (�1)

RU Re-
deploy. (�4)

Full control

DoS

Reconf.

Ethernet Port

Hardware Interaction

HDMI Debug Port

Power Socket

?

?
Command injection (�4)

Memory corruption (�3)

Missing access control (�2)

Exposed TCF agent (�1)

Default credentials

Default CredentialsPersistent user creation

Missing TLS option

RCE?
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